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MEMORANDUM
Date:
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To:

Phyllis Smith
Regional Commissioner
Chicago Region
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Subject:

Information Technology and Related Staff Costs Claimed by the Minnesota Disability
Determination Services (A-05-17-50284)
The attached final report presents the results of our review. Our objective was to review specific
information technology and related staff costs for Fiscal Years 2013 through 2016 at the
Minnesota Disability Determination Services, as requested by the Social Security
Administration.
If you wish to discuss the final report, please call me or have your staff contact Elizabeth Ochoa
at (312) 575-5056.

Rona Lawson
Attachment
cc:
Gary S. Hatcher, Senior Advisor for Audit Liaison Staff
Susan Kehoe-Katula, Director, Minnesota Disability Determination Services
Shawntera Hardy, Commissioner, Minnesota Department of Employment and Economic
Development
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Office of Audit Report Summary

Objective

Findings

To review specific information
technology (IT) and related staff costs
for Fiscal Years (FY) 2013 through
2016 at the Minnesota Disability
Determination Services (DDS), as
requested by the Social Security
Administration (SSA).

Based on our review of personnel costs directly charged to the
Minnesota DDS for seven MN.IT employees in State FYs 2013
through 2016, we determined the State accurately tracked IT staff
time for these employees and appropriately charged their personnel
costs to the DDS in accordance with Office of Management and
Budget guidance. Our review of documentation for about $555,000
in MN.IT expenditures charged to SSA in Federal FYs 2015 and
2016 concluded these charges were appropriate and claimed in
accordance with policy.

Background
DDSs in each State or other
responsible jurisdiction perform
disability determinations under the
Disability Insurance and Supplemental
Security Income programs in
accordance with Federal law and
regulations.
SSA reimburses each State for
100 percent of allowable program
expenditures up to the limit of its
funding authority. The Minnesota
Department of Employment and
Economic Development (DEED) is the
parent agency for the DDS in Saint
Paul, Minnesota. The Office of
Minnesota Information Technology
Services (MN.IT) provides IT services
to DEED.

However, we found that DEED did not provide the DDS with
details on the expenditures charged to SSA’s disability program for
MN.IT-related expenditures before we initiated this review.
Accordingly, the DDS did not verify that all MN.IT-related
expenditures were allowable and reimbursable. Additionally, we
found the controls over long-distance telephone and over-the-phone
interpreter services needed improvement. Finally, given the lack of
SSA and DDS direct access to DDS back-up tapes in the event of
an emergency, we question whether the MN.IT facility is the most
appropriate storage facility for Minnesota DDS back-up tapes.
Recommendations
We recommend the Chicago Regional Commissioner work with:
1. DEED and the Minnesota DDS to ensure a process is in place to
certify expenditures charged to SSA’s disability program for
MN.IT-related services are allowable and reimbursable.
2. DEED to ensure proper controls are in place to prevent
individuals outside the DDS from using Minnesota telephone
and interpreter services at SSA’s expense.
3. The Regional Security Officer to determine whether the MN.IT
facility is an appropriate storage facility for Minnesota DDS
back-up tapes.
SSA agreed with our recommendations. DEED agreed with all but
one of our recommendations.
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ABBREVIATIONS
C.F.R.

Code of Federal Regulations

DDS

Disability Determination Services

DEED

Department of Employment and Economic Development

FY

Fiscal Year

IT

Information Technology

MN.IT

Office of Minnesota Information Technology Services

MOU

Memorandum of Understanding

OIG

Office of the Inspector General

OMB

Office of Management and Budget

POMS

Program Operations Manual System

RSO

Regional Security Officer

SSA

Social Security Administration

U.S.C.

United States Code

VoIP

Voice over Internet Protocol
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OBJECTIVE
Our objective was to review specific information technology (IT) and related staff costs for
Fiscal Years (FY) 2013 through 2016 at the Minnesota Disability Determination Services (DDS),
as requested by the Social Security Administration (SSA).

BACKGROUND
DDSs in each State, or other responsible jurisdiction, perform disability determinations under the
Disability Insurance and Supplemental Security Income programs in accordance with Federal
law and regulations. 1 SSA reimburses each State for 100 percent of allowable program
expenditures up to the limit of its funding authority. 2 The Minnesota Department of
Employment and Economic Development (DEED) is the parent agency for the DDS in Saint
Paul, Minnesota. The Office of Minnesota Information Technology Services (MN.IT) is the
State agency that provides IT services to DEED. 3
SSA’s Chicago Regional Office requested that we conduct this audit because it had concerns
about IT expenditures and personnel costs charged to the Minnesota DDS for MN.IT employees
who performed IT services for the DDS. The Regional Office was concerned the DDS was
unable to review, approve, or receive documentation on charges related to IT costs. Also, the
Regional Office was concerned that these employees spent significant time away from the DDS,
yet the State solely charged the DDS for their personnel costs. We reviewed how DEED charged
the DDS for IT staff salaries and benefits for State FYs 2013 through 2016. Our review included
all documentation of IT staff time and personnel costs related to support provided the DDS in
State FYs 2013 through 2016. 4 Further, we reviewed all Voice over Internet Protocol (VoIP) and
State Local Area Network charges at the DDS for Federal FYs 2015 and 2016, including
documentation that these features benefited the DDS. Finally, we reviewed the MN.IT
enterprise-wide cost formula used beginning in July 2017, service level agreements, and other
correspondence between DEED and SSA. See Appendix A for our scope and methodology.

1

42 U.S.C. § 421(a)(1) (2015).

2

SSA, POMS, DI-Disability Insurance, ch. DI 395, subch. DI 39501.020, sec. B.1 and B.4 (February 28, 2002).

3

Minnesota Statutes Chapter 16E, sec. 01, subd. 1a (2014).

4

We reviewed this documentation to determine the appropriateness of direct personnel costs in accordance with
Office of Management and Budget (OMB) guidance. OMB, Cost Principles for State, Local, and Indian Tribal
Governments, Circular A-87 (Revised), attachment A, section C, pp. 8-9 (May 10, 2004).
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RESULTS OF REVIEW
Based on our review of personnel costs directly charged to the Minnesota DDS for seven MN.IT
employees in State FYs 2013 through 2016, we determined the State accurately tracked IT staff
time for these employees and appropriately charged their personnel costs to the DDS in
accordance with OMB guidance. Our review of documentation for about $555,000 in MN.IT
expenditures charged to SSA in Federal FYs 2015 and 2016 concluded these charges were
appropriate and claimed in accordance with policy.
However, we found that DEED did not provide the DDS with details on the expenditures
charged to SSA’s disability program for MN.IT-related expenditures before we initiated this
review. Accordingly, the DDS did not verify that all MN.IT-related expenditures were allowable
and reimbursable. Additionally, we found the controls over long-distance telephone and overthe-phone interpreter services needed improvement. Finally, given the lack of SSA and DDS
direct access to DDS back-up tapes in the event of an emergency, we question whether the
MN.IT facility is the most appropriate storage facility for Minnesota DDS back-up tapes.

IT Personnel Costs and Time Tracking
SSA’s Chicago Regional Office requested that we review IT expenditures and personnel costs
charged to the Minnesota DDS for MN.IT employees who performed IT services for the DDS.
Specifically, the Regional Office was concerned that MN.IT staff assigned to perform IT
services for the DDS spent significant time away from the DDS, yet the State charged SSA
solely for their personnel costs. 5 To address SSA’s concern, we reviewed the personnel costs
directly charged to the Minnesota DDS for seven MN.IT employees in State FYs 2013 through
2016. 6 Specifically, we reviewed their time and attendance records, including records from the
State’s time-tracking system, and payroll documentation associating payroll and benefit costs
with the tracked personnel time. Additionally, we reviewed DDS-maintained tracking sheets for
time MN.IT staff spent outside the DDS facility.
When these individuals were away from the DDS, the State’s time-tracking system recorded
them in leave status. In addition, these individuals met off-site with their managers regarding
services provided to the DDS. The off-site meeting times documented on the tracking sheets
were minimal—ranging from 1 to 6 hours per week. Finally, we interviewed three MN.IT
employees assigned to perform DDS activities at the time of our review to ascertain the work
they performed during this period. During the interviews, the three employees informed us they
worked solely on DDS activities while assigned to the DDS. Based on our review of time and
attendance and payroll documentation and interviews with MN.IT staff, we determined the State

5

At the time of our review, the MN.IT staff could not perform DDS IT services remotely. Accordingly, they needed
to be on-site at the DDS to perform IT services.

6

See Appendix B for direct costs we reviewed during this audit.
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accurately tracked IT staff time for these employees and appropriately charged their personnel
costs to the DDS in accordance with OMB guidance. 7

VoIP and Local Area Network Data Lines
The SSA Chicago Regional Office requested that we review expenditures charged to the DDS
related to VoIP and State Local Area Network services provided by MN.IT. The Regional
Office was concerned whether these expenditures benefitted the DDS because the State did not
provide documentation detailing the expenditures. Accordingly, we reviewed detailed
documentation from DEED for about $555,000 in MN.IT expenditures charged to SSA in
Federal FYs 2015 and 2016. Of this amount, about $406,000 related to a DDS case processing
system. 8 The Regional Office informed us that these expenditures were necessary and
appropriate. The remaining approximately $149,000 related to other telephone and data charges.
We discussed the detailed documentation for these remaining charges with the Regional Office
staff and concluded these charges benefited the DDS and therefore were allowable.
However, we found that DEED did not provide the DDS with details on the expenditures
charged to SSA’s disability program for MN.IT-related expenditures before we initiated this
review. Accordingly, the DDS did not verify that all MN.IT-related expenditures were allowable
and reimbursable. We recommend the Chicago Regional Commissioner work with DEED and
the Minnesota DDS to ensure a process is in place to certify that expenditures charged to SSA’s
disability program for MN.IT-related services are allowable and reimbursable.
We also found the controls over long-distance telephone and over-the-phone interpreter services
needed improvement. Specifically, the State’s long-distance telephone and interpreter service
systems did not track the exact origin of calls. Accordingly, we were unable to identify the
workstations or employees who placed the calls or requested interpreter services. The interpreter
service relied on an access code assigned to the DDS, but there were no controls to prevent
individuals outside the DDS from using the code. Therefore, we found insufficient controls in
place to prevent staff outside the DDS from using these services at SSA’s expense. We
recommend the Chicago Regional Commissioner work with DEED to ensure proper controls are
in place to prevent individuals outside the DDS from using Minnesota telephone and interpreter
services at SSA’s expense.

7

See Footnote 4.

8

MN.IT charged SSA for the case processing system called Iron Data. See Table B–3 for the charges for FYs 2015
and 2016 for this line item.
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Enterprise-wide Cost Formula
At the SSA Chicago Regional office’s request, we assessed the enterprise-wide cost formula to
ensure the cognizant agency reviewed and approved indirect costs related to MN.IT
expenditures. 9 The State informed us that SSA was not involved in the enterprise-wide cost
formula arrangement, and all indirect costs charged to SSA were included in the indirect cost rate
agreement approved by the cognizant agency. 10 We reviewed the indirect cost rate agreement
effective July 1, 2017 and found the cognizant agency reviewed and approved all indirect costs
related to the indirect cost rate agreement. We also reviewed direct and indirect expenditures
DEED claimed for FYs 2015 and 2016, and found DEED billed direct and indirect costs in
accordance with Federal regulation. 11

Back-up Tape Storage
The SSA Chicago Regional Office staff expressed concerns that SSA and DDS staff did not have
direct access to DDS back-up tapes stored in an MN.IT facility. At the time of our review,
MN.IT staff would have had to provide SSA and DDS staff access to the back-up tapes in the
event of an emergency. 12 According to SSA policy, a copy of all programs should be stored in a
fireproof vault at an off-site location for emergencies. DDS back-up tape storage locations are
subject to the same security requirements as those of SSA components, and the Regional
Security Officer (RSO) has responsibility for approving all system security matters. Therefore,
the back-up tape storage location is subject to Regional Office approval via the RSO. 13 Given
SSA’s direct access concerns, we recommend the Chicago Regional Commissioner work with
the RSO to determine whether the MN.IT facility is an appropriate storage facility for Minnesota
DDS back-up tapes.

9

A cognizant agency is the Federal agency responsible for reviewing, negotiating, and approving cost allocation
plans or indirect cost proposals developed on behalf of SSA. See OMB, Cost Principles for State, Local, and Indian
Tribal Governments, Circular A-87 (Revised), attachment A, section B, p. 7 (May 10, 2004). At the time of our
review, the Department of Labor was serving as the cognizant agency reviewing SSA’s indirect cost rate agreements
with the State of Minnesota.
10

The enterprise-wide cost formula was an agreement between MN.IT and other State entities. Despite any new
agreement with MN.IT, DEED followed appropriate procedures related to cognizant agency approval of the indirect
cost rate agreement with SSA.

11

2 C.F.R. part 200, app. V (2015).

12

SSA did not have a Memorandum of Understanding (MOU) in place regarding IT services provided by MN.IT,
including back-up tape storage (see the Other Matter section of this report).
13

SSA, POMS, DI-Disability Insurance, ch. DI 395, subch. DI 39536.220, sec. C (January 23, 1990).
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CONCLUSIONS
Based on our review of personnel costs directly charged to the Minnesota DDS for seven MN.IT
employees in State FYs 2013 through 2016, we determined the State accurately tracked IT staff
time for these employees and appropriately charged their personnel costs to the DDS in
accordance with OMB guidance. Our review of documentation for about $555,000 in MN.IT
expenditures charged to SSA in Federal FYs 2015 and 2016 concluded these charges were
appropriate and claimed in accordance with policy. However, we found that DEED did not
provide the DDS with details on the expenditures charged to SSA’s disability program for
MN.IT-related expenditures before we initiated this review. Accordingly, the DDS did not
verify that all MN.IT-related expenditures were allowable and reimbursable. Additionally, we
found the controls over long-distance telephone and over-the-phone interpreter services needed
improvement. Finally, given the lack of SSA and DDS direct access to DDS back-up tapes in
the event of an emergency, we question whether the MN.IT facility is the most appropriate
storage facility for Minnesota DDS back-up tapes.

RECOMMENDATIONS
We recommend the Chicago Regional Commissioner work with:
1. DEED and the Minnesota DDS to ensure a process is in place to certify expenditures charged
to SSA’s disability program for MN.IT-related services are allowable and reimbursable.
2. DEED to ensure proper controls are in place to prevent individuals outside the DDS from
using Minnesota telephone and interpreter services at SSA’s expense.
3. The RSO to determine whether the MN.IT facility is an appropriate storage facility for
Minnesota DDS back-up tapes.

AGENCY COMMENTS
SSA agreed with our recommendations. DEED agreed with all but one of our recommendations.
See Appendix C and Appendix D for SSA and DEED comments, respectively.

OTHER MATTER
Most DDSs provide IT staff needed for carrying out the disability determination process, which
includes operating the related computer network systems. Under this arrangement, DDS
management has direct supervision of the IT staff. However, staff assigned to the Minnesota
DDS who deliver IT resources do not report to DDS management. Rather, staff from MN.IT
perform IT services for the DDS. Given that an outside State agency performs the IT services at
the Minnesota DDS, the SSA Chicago Regional Office has attempted since 2014 to establish an
MOU with the State. The SSA-proposed MOU for delivery of IT resources by MN.IT included
such requirements as funding and billing, equipment and materials, IT service requirements, and
safeguarding and reporting requirements for personally identifiable information. DEED
suggested significant changes to the proposed MOU and submitted it for SSA consideration in
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2016. However, the appropriate parties did not reach agreement on an MOU. While SSA policy
encourages an MOU in these circumstances, one is not required. 14 However, the absence of this
formal, written agreement could result in the State making IT resource decisions that SSA and
DDS do not agree are in the best interest of its disability determination process. 15 At the time of
our review, MOU negotiations had been suspended, and it was uncertain if the parties would
reach future agreement on an MOU.

Rona Lawson
Assistant Inspector General for Audit

14

According to policy, “A memorandum of understanding should be worked out between the State and the regional
commissioner, outlining the arrangements that have been made to absorb the additional workload and stating
specifically how this additional responsibility will affect SSA workload responsibilities.” SSA, POMS,
DI-Disability Insurance, ch. DI 395, subch. DI 39563.210, sec. D.1.a (June 7, 1999).
15
A service-level agreement in place between MN.IT and DEED at the time of our review did not adequately
specify services provided by MN.IT and those provided by SSA at the DDS. SSA noted the service level agreement
made no mention of SSA at all, which we confirmed during our review. Since MN.IT provides services directly to
the DDS, any MOU established with respect to IT services at the Minnesota DDS should include DEED, MN.IT,
and SSA to ensure transparency and agreement among the three parties.
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APPENDICES
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– SCOPE AND METHODOLOGY
To accomplish our objectives, we performed the following steps.


Reviewed policies and procedures relevant to our audit objective.



Met with staff from the Social Security Administration’s (SSA) Chicago Regional Office,
Minnesota Disability Determination Services (DDS), Minnesota Department of Employment
and Economic Development, and Office of Minnesota Information Technology Services.



Reviewed all salary and benefit charges related to information technology staff assigned to
the Minnesota DDS during State Fiscal Years (FY) 2013 through 2016.



Reviewed Voice over Internet Protocol and State Local Area Network charges at the
Minnesota DDS for Federal FYs 2015 and 2016, including documentation that these features
benefited the DDS.



Reviewed all itemized expenditures and enterprise-wide costs related to information
technology services provided to the DDS.

We conducted our audit from February through November 2017 in Chicago, Illinois. We
determined the data used for this audit were sufficiently reliable to meet our audit objectives.
The entities audited were SSA’s Chicago Regional Office and the Minnesota DDS. We
conducted this performance audit in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.
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– DIRECT COSTS REVIEWED
We reviewed all salary and benefit charges reported for the Office of Minnesota Information
Technology Services (MN.IT) staff assigned to the Minnesota Disability Determination Services
(DDS) during State Fiscal Years (FY) 2013 through 2016 (see Table B–1). We also reviewed all
Voice over Internet Protocol (VoIP) and State Local Area Network charges provided by MN.IT
at the Minnesota DDS for Federal FYs 2015 and 2016. Finally, we reviewed all itemized
expenditures and enterprise-wide costs related to information technology (IT) services provided
to the DDS. See Table B–2 and Table B–3 for the direct cost categories and itemized
expenditures reviewed.
Table B–1: Salary and Benefit Charges for MN.IT Staff Assigned to Minnesota DDS in
State FYs 2013 Through 2016
FY
2013
2014
2015
2016

Personnel Costs
$385,672
$320,786
$315,640
$315,050

Total

$1,337,148

Note: Expenditures are rounded.

Table B–2: Reviewed Minnesota DDS IT-Related Direct Cost Categories from Federal
FYs 2015 and 2016

Computing and Centralized IT Services
Telephone Services
Wide Area Network

FY 2015
Costs
$214,520
$50,603
$6,342

FY 2016
Costs
$218,865
$57,416
$7,164

$433,385
$108,019
$13,506

Total

$271,465

$283,445

$554,910

Direct Cost Category

Note:

Total

Expenditures are rounded.
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Table B–3: Reviewed Minnesota DDS IT-Related Direct Costs from Federal
FYs 2015 and 2016
Description
Iron Data Charges and Renewal
Hosted Internet Protocol Telephony Advanced
Subscription
Over-the-Phone Interpreter Service
MN.IT Smartnet Renewal
Minnesota Network Access Facility
Dedicated Long Distance
DDS Robot Browser and Reports Annual
Maintenance
DDS Help Star Software Renewal
Toll-free Calls Received
VoIP Voicemail Service
Centrex Prime Station
Toll-free Dedicated
Internet Protocol Telephony Activation
DDS Help Systems Renewal
Now Micro Software
Wide Area Network Access Device Service
Voicemail Activation
Federal Universal Service Fund Toll
Centron Universal Service Fee
Analog Voicemail Service
VoIP Basic Quality of Service Support
Back-up Tape Storage
Other VoIP, Long Distance, and International
Call Charges
Credits
Total
Note:

FY 2015
Charges
$199,127

FY 2016
Charges
$206,679

$405,806

$26,515

$29,980

$56,495

$8,176
$8,952
$5,500
$5,066

$10,906
$3,706
$6,210
$5,057

$19,082
$12,658
$11,710
$10,123

$1,695

$4,087

$5,782

$2,754
$2,589
$2,434
$2,302
$1,328
$1,235
$1,954
$0
$732
$418
$247
$143
$110
$110
$37

$2,796
$2,957
$2,720
$2,714
$1,295
$940
$0
$1,586
$830
$318
$319
$114
$130
$124
$10

$5,550
$5,546
$5,154
$5,016
$2,623
$2,175
$1,954
$1,586
$1,562
$736
$566
$257
$240
$234
$47

$199

$79

$278

($158)

($112)

$(270)

$271,465

$283,445

$554,910

Total

Expenditures are rounded.
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– AGENCY COMMENTS
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– STATE COMMENTS
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MISSION
By conducting independent and objective audits, evaluations, and investigations, the Office of
the Inspector General (OIG) inspires public confidence in the integrity and security of the Social
Security Administration’s (SSA) programs and operations and protects them against fraud,
waste, and abuse. We provide timely, useful, and reliable information and advice to
Administration officials, Congress, and the public.

CONNECT WITH US
The OIG Website (https://oig.ssa.gov/) gives you access to a wealth of information about OIG.
On our Website, you can report fraud as well as find the following.
•

OIG news

•

audit reports

•

investigative summaries

•

Semiannual Reports to Congress

Watch us on YouTube

•

fraud advisories

Like us on Facebook

•

press releases

•

congressional testimony

•

an interactive blog, “Beyond The
Numbers” where we welcome your
comments

In addition, we provide these avenues of
communication through our social media
channels.

Follow us on Twitter
Subscribe to our RSS feeds or email updates

OBTAIN COPIES OF AUDIT REPORTS
To obtain copies of our reports, visit our Website at https://oig.ssa.gov/audits-andinvestigations/audit-reports/all. For notification of newly released reports, sign up for e-updates
at https://oig.ssa.gov/e-updates.

REPORT FRAUD, WASTE, AND ABUSE
To report fraud, waste, and abuse, contact the Office of the Inspector General via
Website:

https://oig.ssa.gov/report-fraud-waste-or-abuse

Mail:

Social Security Fraud Hotline
P.O. Box 17785
Baltimore, Maryland 21235

FAX:

410-597-0118

Telephone:

1-800-269-0271 from 10:00 a.m. to 4:00 p.m. Eastern Standard Time

TTY:

1-866-501-2101 for the deaf or hard of hearing

