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Mission

We improve SSA programs and operations and protect them against fraud, waste,
and abuse by conducting independent and objective audits, evaluations, and
investigations. We provide timely, useful, and reliable information and advice to
Administration officials, the Congress, and the public.

Authority

The Inspector General Act created independent audit and investigative units,
called the Office of Inspector General (OIG). The mission of the OIG, as spelled
out in the Act, is to:

O Conduct and supervise independent and objective audits and
investigations relating to agency programs and operations.

Promote economy, effectiveness, and efficiency within the agency.
Prevent and detect fraud, waste, and abuse in agency programs and
operations.

Review and make recommendations regarding existing and proposed
legislation and regulations relating to agency programs and operations.
Keep the agency head and the Congress fully and currently informed of
problems in agency programs and operations.

o O 0O

To ensure objectivity, the IG Act empowers the |G with:

O Independence to determine what reviews to perform.
Q Access to all information necessary for the reviews.
O  Authority to publish findings and recommendations based on the reviews.

Vision

By conducting independent and objective audits, investigations, and evaluations,
we are agents of positive change striving for continuous improvement in the
Social Security Administration’s programs, operations, and management and in
our own office.



.c.“ ”Crff

3, truugi@

SOCIAL SECURITY

MEMORANDUM
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Cifice of the Inspector General
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Helen Hapner
Diractor _
Management Analysis and Audit Program Support Staff

Assistant Inspecior Genaral
for Audit

Single Audit of the State of Georgl a for the Fiscal Year Ended June 3(3 2000
(A-TT-02-00001)

This report presents the Social Security Adminisiration's (33A) portion of the Single
Audit of the State of Georgia for the Fiscal Year ended June 30, 2000. The Georgia
State Auditor performed the audit and its reports on compliance and internal controls
are attached (ses Appendix A). Results of the desk review conducted by the
Depzriment of Health and Hurmnan Services (HHS) have not been recaived, We will
notify you when the results are received if HHS determines the audit did not meet
Federal requiraments. :

The Georgia Disability Determination Servicas (BDS) performs disabilily determinations
under SSA’s Disability Insurance (D) and Supplemental Security income (SS1)
programs in accordance with Federal regulations. The DDS is reimbursed for

100 percent of aliowable costs. The Georgia Department of Human Resources (DHE),
Division of Rehabilitation Services is the Georgia DDS's parent agency.

For single audit purpeses, the Office of Management and Budget assigns Federal
programs a Catalog of Federal Demestic Assistance (CFDA) number. SSA's Dl and
55! programs are identified by CFDA number 88, SSA is responsible for resolmg
single audit fmdmr*s reported under this CFDA number.

The single audit reporied J‘at DHR did not follow established guidelines for maintaining
equipment Jnveﬁtor}r (see Appendix B). The DHR's corrective action plan indicates that
policies and internal control procedures are being revised to ensure that equipment
inventories ars properly ly maintained. We recommend S3A ensure the DDS has
procedures in place for maintaining eqmp'nent inventories in accordance with State
rules and regulauons

Thesingle audit alzo disclosed the following finding that may impact DOS operations
altnough it was not specifically identified to SSA. | am bringing this matter to your
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Control weaknesses resulted when the Stale transitioned to a new accounting system.
Specifically, accounting data reconciliations were not consistently performed and
controls were not in place to safeguard data against unauthorized access.

Please send copies of the final Audit Clearance Document to Mark Bailey in
Kansas City and Paul Wood in Baltimore. If you have questions contact Mark Bailey

at (816) 936-5591.

Steven L. Schaefier

Attachments
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REPORT ON COMPLIANCE AND ON INTERNAL CONTROL OVER FINANCIAL
REPORTING BASED ON AN AUDIT OF FINANCIAL STATEMENTS PERFORMED
IN ACCORDANCE WITH GOVERNMENT AUDITING STANDARDS

The Honorable Roy E. Barnes
Governar of Georgia

and
Nembers of the General Aszembly
of the State of Georgia

We have audited the financial statements ofthe State of Georgle s of and for the year ended June 530,
2000, and have issued our report therson datsd May 14, 2001, This report was qualified for various
departures from generally accepted accounting principles.

We conducred cur audit in aczordance with auditing standards generally accepted in the United States

and the standards applicable to financial acdits contained in Govermment Avditing Standards, issued
by the Comptroller General of the United States. The financial statements of the Employess'
Retirement System of Georgiz, Georgia Lottery Corporation, Georgia Ports Authority, 2nd Teachers’
Retirernent System of Georaia wers not audited in accordance with Governmermt Auditing Stemdards,
and accordingly, this report does not extend ta those organizations. We did not audit the financial
statements of certain organizations which, combined, represent 3% of the assets and 13% of the
revenues of the general flind, 100% of the assets and revenues of the capital projects funds, 100% of
the assets and revenues of the enterprise fund, 64% of the assets and 20% of the revenues of the
internal service funds, 72% of the assets of the Gduciary funds and 100% of the pension trust funcs
revenueés, and 5% of the assets and less than 1% of the liabilities of the general fixed assets and
general lang-term debt account groups, respectively. In addition, we did not audit certain discretely
presented component units which represent 92% of the assets and 9% of the revenues of the
compenent unit governmental fund types, 34% of the assets and 96% of the revenues of the
component unit proprietary fund types and 98% of the assets and 96% of the revenues of the
component unit fiduciary fund types. The fnancial staternents of these organizations and component
units were audited by other auditors whose regorts have been furnished to us, and our report, insefar
as it relates o the amounts included for those financial statements, is based solely upon the reports of
the other auditers.
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Comeliance

A3 par of ebtaining reascnable assurancs abour whether the State OstoEgia's finzncial statements

are free of material misstatement, we and other 2uditors performed tests of its compliance with cenzin
orovisions of laws, regulztions, contracts and grants, nencompliance with which could have a dires

and material effect on the determination of financial statement amounis. However, providing an
opinian on compliance with those provisions was notan objective of cur auditand, accerdingly we do
not exprass such an opinien. The results of our and other auditors’ tests disclosed the following
instances of noncampliancs thet are required to be reported under Gavernment Auditing Siandards
and which is described in the Financial Statement seciions of the accompanying schedule of Findrings
and Questioned Coser,

{1y General Fixed Assets/Property ¥anagement
[nadequacies in Operation of Property Management Sysram
Warious Organizations

[ FS-201-00-01 [ FS-484-00-02 FS-819-00-02 | FS-8584-00-01 l
F§-414-00-08 F8-303-00-01 i F5-823-00-01 FS- '

F5-427-00-01 P FS-328-00-C1 FS-830-00-01 FS-8864-00-01
T5.428-00-02 | F8-332-00-01 F5-8304-00-01 | FS L0001

T5.462-00-01 | FS$-330-00-02 F5-8524-00-03 | FS-8764
| FS-266-00-01 | FS-361-00-03 FS-8544-00-G1 FS-8804-00-0
| FR.a87-00-01 FS-350-00-02 F5-8564-00-01

(2) Budget Preparation/Execution
 Overexpenditure of Budget Unit Object Class
F5-472-00-03 — Board of Regenes of the University System of Georzia
F5-472-00-04 — Beard of Regenrs of the University System of Georgia

Intemal Contral Cwver Financial Reporting

In planning and performing our audit, we and other auditers considered the State of Georgia's internal
control aver financial reporting in order to determing our auditing precedures for the purpose of
expressing our opinicn on the financial statements and not 1o provide assurznce on the internal
cantrol over financial reperting. However, we noted certain matters involving the intemal contral
gver fnzncial reporting and its operation that we consider to be reporizble conditions. Repartable
conditions involve matters coming to our attention relating to significant deficiencies in the designor
operation of the internal control over financial reparting that, in our judgmen, could adversely affect
the State of Geargla's ability to record, process, summarize and report financial data consistent wath
the assertions of management (n the dnancial statements, The following reportable conditions are
described in the Financial Statement sections of the accompanying schedule of Findings and

Cluestioned Costs,

{11 Accounting Controls (Overall)
Inadequate Operations and Cenirol Procedures over the Phoenix System
F5-401-00-02 — ost Aporopriated Agencies
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{2y Budger Freparation/Execution
Owversxpendiure of Budget Unic Object Class

| F$-414-00-06
F5-427-00-01
FS-428-00-02
| FS-462-00-01
FS-466-00-01
FE-487-00-01

| FS-503-00-01
F5-528-00-01
FS-539-00-01
| FS-530-00-02
FE-54£1-00-03

FE-590-00-02

TE-223-00-01
F5-830-00-01

i FS-8504-00-01

FE-832400-03
FS-8344-00-01
FE-2564-00-01

F$-472-00-03 — Beard of Regents of the University Svstern of Ceorzia
F5.472.00-04 — Board of Regents of the University Svsterm of Gearzia
{37 Cash and Cash Equivalents
Inadequate sccountng Procedures
F5-412-00-04 - Department of Education
F5-21%-00-0Z - Deparntment of Community Health
F5-472-00-01 - Depanment of Revenue
FS-822-00-01- Adsanta Technical Institute
F5-835-00-01 - Carroll Technical Institute
F5-840-00-0! — Appalachian Technical Insuture
Drawdown of Lottery Funds in Excess of Current Operating Mesds
F5-475-00-02 - Georgia Steden: Finance Commission
(4% Revenue/Receivables/Receipts
[nadequate Accouning Procedures
" FS-419-00-C1 - Depariment of Community Health
FE-473-00-01 — Secretary of Siate
Tieficiencies in the State Revenue Collections Fund {Owerall)
F5-274-00-0Z - Depanment of Bevenue
F5-278-00-02 - Secretary of Siate
Defiziencies in the Income Tax Division Subsidiary Records
F8-£72-00-03 - Depanument of Revenue
(3} Fund Equities
[nzdequate Accounting Procedures
F3-414-00-04 — Departmen: of Education
(&) General Ledger
Inadecuats Accouniing Procedures
F5-473-00-01 — Sscretary of State
{71 General Fixed Assets/Property Management
[nadequacies in Operation of Property Management System
© Yerious Organizations
[ FS-401-00-01 [ FS-284-00-02 FS-219-00-02 | F5-8584-00-01 |

FE-8604-00-01
F5-8664-00-01

| F5-5724-00-C1

FE-8764-00-01
FE-8804-00-01

B-3
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A material weakness is a condition in which the design or operation of ane or mors of the internal
coatrol components does not reduce to a relatively low level the risk that misstatements in amounts

that would be marerial in relation to the fGnancial statements bemng zudited may oocur and not he
detected within 2 timely period by empleyees in the normal course of performing their 23signed

fiincricns, Qur consideration of the internal control over financial reporting would not necessar ily

disciose all matters in the internal control that might be r\,port able conditions and. accordingly, weuld

not necessarily disclose all reportable conditions that are alse considerad 1o be material weaknssses,

However, of the reportable conditions described above, we consider the following items 1o be

marterizl weaknessas,

i1} Acceunting Controls (Overall)
[nadequate Operations and Contrel Procedures over the Phoenix Sysrem
FS-401-00-02 - Most Appropriated Agencies

(2) Cash and Cash Equivalents
[nadequate Accounting Procedures
F5-414-00-04 - Depamnﬁn‘ of Educarion
FEa219-00-02 - Depantment of Community Health
F&- 4?~ 00-01 - Depaﬂmem of Revanue
F5-2823-00-01 - Atlznta Technical Institute
-82 6 00-01 - Carroll Techmeal Instiiute
-840-00-01 - Appalachian Technical Institute

i3] Revcnuc-fRecci'.';L]:chszeceipts
[nadequate Accounting Procedures
F5-412-00-01 - Department of Community Heaith
Deficiencies in the State Revenue Collections Fund (Cverall)
£5-474-00-02 - Department of Revenue
Deficiencies in the Income Tax Division Subsidiary Records
FS-474-00-03 - Department of Revenue

(4% Fund Equities
Inadequate Accnunting Procadures
F5-2414-00-04 - Department of Education

{3) General Fixed Assets/Property Management
Inadequacies in Operation of Property Management System
Various Organizations

FS-401-00-01 F5-467-00-01 FS-590-00-02 FS-8564-00-01
FS-414-00-06 F$-484-00-02 FS$-815-00-02 | FS-8584-00-01
ES-427-00-01 FS-503-00-01 FS-823-00-01 | FS-8604-00-01
FS-428-00-02 FS-528-00-01 FS-830-00-01 | FS-3664-00-01
FS-462-00-01 FS$-539-00-01 FS-8504-00-01 !- FS-8724-00-01
F3-466-00-01 F$-550-00-02 FS§-2524-00-03 | FS-8764-00-01

F5-406-00-01

F5-561-00-03

F5-8544.00-01

| FE_‘.I 88‘;:-«-“" f\'

B-5
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This repert iz intended solely for the information and use of management. federza! avarding agencies
and pass-through entities and is not intended o be and should not be used by anyone ather than these
specified parties.

May 1=

rfj | T
. o~ —1 :H::jf—h—
{_fbl Rl ! q:l.
Eussell W, Hinton, CPA CGFM
State Aoditor
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REPORT ON COMPLIANCE WITH REQUIREMENTS APPLICABLE TO EACH MAJOR
PROGRAM AND ON INTERNAL CONTROL OVER COMPLIANCE IN ACCORDANCE
WITH OME CIRCULAR A-133

The Honorable Roy E. Barnes
Governor of Georzia

and
hembers of the General Assembly
of the State of Georgia

Compliance

We have audited the compliance of the State of Georgia with the types of compliance requirements
described in the U5, Office of Management and Budger (OMB) Circudar A-133 Complience Supplement
that are applicable to each of its major federal programs for the vear ended June 30, 2000, The State of
(Georgia's major federal programs are identified in the summary of auditer's results section of the
accompenying schedule of Mindings and Juestioned Costs. Compliance with the requirements of laws,
regulations, contracts and grants applicable to each of its major federal programs is the responsibility of
the State of Georgia's management. Qur responsibility is to express an opinion on the State of Genraia's
compliance based on our audit. We did not audit the following major faderal programs or percentages of
federal programs:

CFDA Ve ALDITED BY MONETARY NORMONETARY
i) PROGRARN MadE OTHER AVDITORS EXPENDITURES ENPEMDITURES
g% Capealizzton Grars (o Sesie Revaivieg Furdds ] I3ZHIT5ES TG AR
4 A% Capalizanon Cranes for Dnnkang Water Staie Revabing Fund 1 LR kel 113,125,453
51747 Slate Thildrer's Insurancs Progam 13 B3R00R955, S0
Migshizand Clustsr i RRRE R bR S0
Fiwdenl Finarcial Add Clusier El% BA25 51630 LLAVLE I
Fozeich ard Dewerspment Clusier (145 £375,10.875 o

The programs listed above were audited by other auditors whose reports have been furnished to us, and
our apinion, insofar as it relares to compliance requirements for these programs, is based salely upon the
reports of the other auditers,
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Except as discussed in the following paragraph, we conducted cur audit of compliancs in accardance with
generally accepted auditing standards; the standards applicable to financial avdits contained in
Government Anditing Stondards, issued by the Comptroller General of the United States; and OME
Circular A-133, Audits of States, Local! Governments, and Non-Profit Crgamizanons, Those standards
and OMB Circuiar A-133 reguire that we plan and perform the avdit 10 obtain reasonsble assurance about
whether noncompliance with the types of compliance requirements referred to above that could have a
direct and material affect on a major federal program ocourred, An andit includes examining, ona cest
basis, evidence about the State of Georgla's compliance with those requirements and performing such
ather procedures as we considersd necessary in the circumstances. We believe that our audit provides a
reasonable basis for our opinion. Our audit does not provide a legal determination of the Stale of
Zeorgia's compliance with those requirements.

Other auditors wers unable ta obtain sufficient documentation supponting compliance for the Research
and Development Cluster at the Georgla Institute of Technology with requirements governing cash
management; Davis-Bacen Act, matching, level of effent, earmarking; period of availabilicy of federal
funds; program income; reporting, and subrecipient monitoring that zre applicable 1o contract nos,
EAAMOT-00-DA101-0002, XOOON-08-C-8121, XXOIKH-07-C-8089 and 98-6863 of the U5
Department of Defense as these contracts and all matters pertaining to them are classified by the U 5,
Diepartment of Defense, and other auditors did net have security clearance to perform any procsdures
with respect to these contracts; nor were other auditors able to satisfy themselves as 1o the Geargia
Institute of Technelogy's compliznce with the aforementioned requirements with respect to contract nos.
EAAHO-00-DA107-0004, XO0OO08-C-8121, J2O00-97-C-8085 and 58-5863 by other auditing
procedures.

As deseribed in finding numbers FA-533-00-01, FA-533-00-02, FA-333-00-03, FA-348-00-03, 1n the
accompanying schedule of Findings and Questioned Costs, the State of Georgia did not comply with
requirements regarding Eligibility that is applicable to the Student Financial Aid Cluster, Compliance
with such requirements is necessary, in our opinion, for the State of Georgia to comply with requirements
apolicable to this program.

As described in finding number FA-548-00-04 in the accompanying schedule of Findings and Questioned
Cosis, the State of Georgia did not comply with requirements regarding Equipment and Real Propenty
Management that is applicable to the Higher Education - Institutional Aid program. Compliance with
such requirements is necessary, in our opinion, for the State of Georgia to comply with requirements
appiicable to this program,

In cur opinion, based on our zudit and the reports of other auditors, except for the effects of the matters
discussed in the preceding paragraphs, the State of Georgia complied, in all material respects, with the
requirements referred to above that are applicable to each of its major federal programs for the vear
ended June 30, 1999, However, the resuits of cur and other auditors’ auditing procsdures disclosed the
following instances of noncompliance with those requirements, which are required to be reported in
accordance with OME Circular A-133 and which are described in the Federal Awards sections of the
accompanying schedule of Findings and Questioned Costs,

C-4
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Activities Allowed or Unallowed
Fa-B324.00-0
Allewable Costs/Cost Principles

[Fa-303-00-02
FA-03-00-03

! Equipment and Real Property
| Management

Fa-414-00-0]

FA-427-00-04

Matehing, Level of Effort,
Earmarking

| Sulbrrceipients Monitoring

FA-114-00-02
Fnc 1 4-00-03
Fhad14-00-0d

Special Tests an Provisions

FA-303-00-04 Fa-321-00-02
| FA-348.00.01 FA-550-00-01 B -03
FA-B524-00-02 | Fa, a1
| Fa-8334-00-03 | Period of Availability of Federal Fi-3 K
Funds Fa-3
Cash Management FA-S
' T4-548-00-03 FA-3
FA-BE24L00-02 Faa-230-00-04

Reporting
| Davis-Bacon At I

FA-303-00-08
| FA-318-00-01

FA-348-00-02

| Eligibilicy Fa-318-00-02 ' |
Fa-521-00-01 i
FA-427-00-01) | Fa-333-00-04
F FaA-330.00-02

Internal Contral Over Complance

The management of the State of Georgia is responsible for establishing and maintaiming effective intemal
conirol gver compliance with the requirements of laws, regulations, contracts and grants applicable 1o
federal programs. We did not consider the internal control structures applicable to the federal programs
listad in the table in paragraph ene. Those internal control structures were considered by other auditors
whose reparts have been furnished to us. Ourreport, insofar as it relates to the internal control structures
used in administering federal programs of the organizations mentioned previously is based sclely upon the

reports of the other zuditors,

Ir planning and performing our avdit, we and other auditors considered the State of Georgia's intemal
control over compliance with requirements that could have a direct and material effect on a major federal
program in order to determing our auditing procedures for the purpose of expressing our apinion on
compliancs and to test and report on internal control over compliancs in accordance with OMB Cireular

A-133
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We and other auditors noted certaln matters involving the internal control over compliance and 115
operation that we consider to be reportable conditions. Repaortable conditions invelve matiers coming te
cur attentien relating to significant deficiencies in the design or operation of the internal control over
compliance that, in our judgment, could adversely affect the State of Georgia's ability 1o administer a
major federal program in accordance with applicable requirements of laws, regulations, contracts and
grants. Reportzble conditions are described in the Federal Awards section of the accompanving schedule
of Findings and Questioned Costs.

Activities Allowed or Upallowed
FA-Ra24-00-01

Allowalle Costs/Cost Principles

s I I s By

"-i
£-8524.00-02
| FA-8324-00-03

Cash ¥anagement
FA-B324-00-0d
Dravis-Bacon Act

T AL38-00-07
Eligibility
FA-415-00-01

F4-427.00-01
FA427-00-02

; Equipment and Heal Property

Management

FA-427-00.04

F et 14:00-01
Fi-548-00-04

! Matching, Level of Effort,
| Earmarking

Fa-350-00-01

Period of Availability of Federai
Funds

FA-548-00-05
Reporting

FA-503-00-0%
FA-503-00-05
Fa-518-00-01
Fr-518-00-02
Fa-521-00-00
Fa-333-00-04
Fa-250-00-02
Fa-371-00-01
Fi-918-00-01

Subrecipients Monitoring

FA 40002
FA-414-00-03

i Fa-dd-00-02

Special Tests and Provisions

F -4 19-00-03

| FA-521.00-02
| Fa-321.00-03

F -5 30-00-01
FA-533-00-03
FA-545-00-06

| FA-SLE-00-07

Fa-550-00-03

| FA-S50.00-04

A material weakness is 2 condition in which the design or aperation of one or more of the internal contral
components does not reduce to a relatively low level the risk that noncompliance with applicable
recuirements of laws, regulations, contracts and grants that would be material in relation to a major
federal program being audited may occur and not be detested within a timely period by employeesin the
normal course of performing their assigned functions. Our consideration of the internal contral over
compliance would not necessarily disclose all matters in the internal centrol that might be reportable
conditions and, accordingly, would not necessarily disclose all reportable conditions that are also
eonsidered to be marenal weaknesses. However, of the reportable conditions described above, we
consider finding numbers FA-$33-00-01 FA-533-00-02, FA-533-00-03, FA-348-00-03 10 be material

weaknesses,

-0
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This report is intended solely for the information and use of manazement, federal awarding azencies and
pass-through entities and is not intended to be and should not be used by anvone other than these
specified parties.

Respectfully submitted,

Kl W =

Ruksell W Hinon, CPA, CGFM
State Auditor

May 14, 2001
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Georgia

Federal Awards Findings and Guestioned Costs
For the Fiscal Year Ended June 30, 2000

FEDERAL AWARDS FINDINGS

Finding Control Mumbzer: FA-427-00-02
ELIGIBILITY
Deficiencies 1n File Maintenance
Child Care Cluster

Child Care and Development Block Grant {CFDA 53.373]

Child Care Mandztory and Masching Funds of the Chuld Care and Development Fund [CFDA 93,396
Duestionad Cost 311,768.00
Chur examination included a review of ons-hundred-nine {109} benefic fransactions from the Child Care Program at cemain
county Deparment of Farly and Children Services (DFACS) offices o derermine if benefit payments were made within
program gaidelines. These ltems contamed a value of 380,714,533 out of a sample populaton of 846,136,237.25 Our
evarminarion revesled that four elient folders could not be leczted and sixteen payments did not meet program requirements
which resulted in 511,758.00 of kmown questioned costs, These errors were caused by DFACS management's failure o
ensure that information required by the Department of Human Reseurces "Childzare end Parent Services Manual” were
included and masntzined in client filss ar the counry Department of Family and Children Services affices.

Failurs to properly maintin client files can result in direct material effects on the financial statements. The Deparument of
Human Reseurces should spsure that procedures are in placs to provide for proper meimenance of client fies and rthar all
reguired data for eligibility determination is included n the file.

Finding Control Mumber: FA427-00-03
ELIGIBILITY -
Deficiencies in File Maintenance

Food Swamp Cluster (CFDA 10351 and 10.561)
Questioned Cost: 312,946.00

Our examination includad a review of seventy-gight (78) client case files from the Food Samp Program at ceriain county
Depariment of Family and Children Services {DFACS] officss (o determine if benefn payments were made within program
zuidelines, These items comtained a value of 3176,137.00 our of a sample poputation of 73,118 cases totaling
3144,406,007.00. Our sxarmination revealed that one client foider could not be Jocated and six client files were incomplete
which resuleed in $12.946.00 of questionsd costs, These ermors were caused by DFACS management's failure 1o ensure
thar information required by the Deparsment of Human Resources "Eeonomic Support Services Manual” were meluded and
maintained in elient files at the counry Department of Family and Children Services offices.

Failurs to properly maintain client files can result in direct material effects on the financial statements. The Departmant of
Human Resourcss should ensure that procedures are in place to provide for proper maintenance of client files and that all
required data for eligibilivy determination is included m the file.

Finding Contro] Number: Fa=427-00-04
EQUIPMENT AND EEAL PROPERTY MANAGEMENT
Inadequacies in Operation of Property Management System

Cur examination included a review of the intermal accounting controls wilized by the Deparimen of Human Resources in
mainiaining their property Management sysiem and also inciuded testing the system for compliancs with Federal Jaws and
regulations. This review revealed that equipment additions were not reconciled to the generzl ledger expenditirs accounts.

Ir addition, 581 equipment items were selected at ceriain locations for testing the accuracy of the Department's gensral
fixed asser records. The sample irams contained a value of $2.392,762.45 gut of a population of 9,820 items totaling
523,837 483.95 at the tested locations and were selected for the purpese of localing the squipment, Towl general fixed
assets of the Department amounted 1o 3393,141,972.78. The following deficiencies were noted:

43
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Gezjrgia
Federal Awards Findings and Questicned Costs
For the Fiscal Tear Ended June 30, 2000

FEDERAL AWARDS FINDINGS
Sixfy (E:;U} iterns rotalmg 31723,267.30 could not be located,

2. Thirry-five (35) items toteling 3377 617,87 were surplused, but were not removed from the equipment
inventory records.

3. Thireen {13} itemns located utilizing serial numbers did not have decal numbers anached
4, Twa (2) items were located with the wrong decal antached.

Six (6] iterms otaling 5£13.497.00 were documentsd a5 mussing, Dt owere pol ncluded nothe missing
categary on the equipment inventory records.

Lh

G Two (2) items toaling 53,835.00 were removed for a redistribution program, but were not remaved from
the inventory records.

The department is required to maintzin equipment inventories in accordance with provisions of paragraph 32 of OME's
Uniform Administranve Requirsments for Grants and Cooperative Agreements (o State and Local Governments {Common
Fule) and Stats laws znd regulations. The discrepancies identified above wers caused by the Depariment's fzilure to follow
guidelings for maintzining equipment invenlones,

The Department should establish the necessary imternal conmots to ensure that equipment inventeries are maintained o
aceordance with provisions of OMB's Commen Rule and State laws and regulations.

Major Federal PropramsiAwards Affected:

UL 5. Department of Agriculture

Food Stammps - CFDA 10.551/38]

Special Supplemental Food Program for Women, Infants and Chiidren - CFDA 10.557
U, 5, Department of Health and Human Services

Imrmunization Grants - CFDA 93,268

Temporary Assistance for Mesdy Families - CFDA 93,553

Child Suppor: Enforcement - CFDA 93,563

Child Care and Development Fund Cluster - CFDA 93.575/595

Social Services Block Grant - CFDA 93.667

Zocial Security Administradon

Dizability InsurancesSupplemental Security [rcome Cluster - CFDA 26.001/005

GEORGIA INSTITUTE OF TECHNOLOGY (%)

Finding Control Mumber: FA-503-00-02
ALLOWABLE COSTS/COST PRINCIPLES — RESEARCH AND DEV ]:LOPMF-NJ CLUSTER
Overhead Expense Pools: Understated Fringe Benefit Accrual Variance

Condition presented in the auditrepors:

The audit questioned cost of 3174,177 (Atlana 3133373, Field-Site 38,721, Arlington 34,533, Huntsville §7.200)
representing understated frings benefit accrual variance. Mo exception is taken to the balance of proposed laboratory
overhead expenses. Because the questioned costs are not expressly unallowable, they are not subject to penalty.

{*) CERTAIN FEDERAL COMPLIANCE REQUIREMENTS FOR THE RESEARCH AND DEVELOPMENT
CLUSTER OF THIS ORGANIZATIONAL UNIT WERE AUIDITED BY OTHER AUDITORS.
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Auditee’'s Corrective Action Plans
For the Fiscal Tear Ended June 30, 2000

In addition, & team of program emplovees mests with regional front ling supervisors quarterly to provids them with current
pelicy updates and to emphasize the need for improving and maintaining case record accountzbility, Program employees
will meet the supervisors, casewarkers, and support staff o ideatify, develop, and desizn wols to address deficiencies m
filz maimemance. They will provide mformation and raining at Field Sz meotings to increase awarcness of deficiencies
and introduce new methodology in =fficient record keeping. Specific emphasis on improved case record accountabiliy
will be coversd at brannual DFCS Management Conferences and a1 monthly Field Director meetings (Field Direstors
in County Director Crientation and Adrunistrateee Training, Case Record Menagement will Be made a part of county
director and eligibilicy supervisary performance evaluations.

Each monch, Food Sizmp emplovess validated the coding of Able-Bodied Adult Withoot Dependents (ARAWT Fonod
Starmo case records. Case record accountabilicy monitonng 8 an inherent characteristic of the process.

The Departmen: of Homan Resouerces {DHR) i3 commerarted w stwengthening internal conrral and personzl accountabilily in
the arca of equipment and property management. DHR intends to accomplish this by revising and updating departmen
polizies and intermal conmol procedure to ensurs thar eguipment inventorics are properly maintainsd. Siaff members are
reviewlng our curment poiicies and procedurss. This review waill include compliance with OME Commen Rule 2nd Siare
laws and regulations,

We will conduct a system wide physical inventory and reconcile any discrepancies. The Property Manzgement Unit will
work more closely with divisien coordinators to ensure compliance with wiitdng policies and procedures regarding
equipment MANAZLmEnD feqUirements,

Contact Person: Howard Witlis, Sectian Direetor, Economic Support
Telephone: (404) 6573702

Finding Control Mumper: FA-427-00-04
EQUIPMENT AND REAL FROPERTY MANAGEMENT
Inadequacies in Crperation of Property Management Svstem

The Departroent of Hurman Resources {DHE) i sommattad to strengthening imemal control and persenal accountzbility in
the arca of equipment and property manapsment. DHE mtends to accomplish this by revising and updating depaciment
policies and internzl conmol procedurs to ensure that couipment invertones are properly maintamed. Staff members are
revigwing our current policies and procedures. This review will include compliance with OME Commen Ruls and Siate
laws and reguiarions.

"W will conduct g system wids physical inventory and reconcile any discrepancizs, The Property Manageresst Uniz will
work more closely with division coordinators © eosure compliance with writag policies and procedures regarding
SquIpment manzgement réquirements.

Contact Persom: Bill Marrs, Director of Facilities and Support
Telephone: (404) 656-4427

DEPARTMENT OF CONMMUNITY ATFFAIRS
Finding Control Number: F3-4258-00-02
GENERAL FO{ED ASSETSPROPERTY MANAGEMENT
Inadequacies in the Cperation of Property Mapagement System
Findiog 1. We do not congur with this finding,
Jrem Mo, !: Assets that were identified in the PeopleSoft Purchasing module &5 Purchase Orders were created beginning
Tuly 1999, During FY 2000 assets were checked off and identified in the PeopleSoft Purchasing module by the Agency
Procurement Officer 1o automancaliy go to the PeopleSoft Asser Manzgement modale as the Purchase Order was created,

The purchases listed in your finding totaling $310,383.03 is in error since it includes items identified with Voucher D'
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Findings and Questicned Costs
For the Fiscal Year Ended June 30, 2000

FINANCIAL STATEMENT FINDINGS

DEPARTMENT OF ADMINISTRATIVE SERVICES

Firding Control Number: FS-401-00-01
GENERAL FINED ASSETSPROPERTY MANAGEMENT
Inadequacies in Operztion of Property Managemen: Svarem

Dur examination included a review of the mtsmal zccounting controls used by the Department of Administratve Services
in maintaining their croperty management system.  This review also included resnng the systemn for complance with Siare
laws and regulations. This estng revesled that eouipment additions were not reconciled 1o the gencrzl ledeer expenditure
FCCOUNTE.

In addinan, ene-thousand-seven-hundre y-threc {1,733} enuipment items were selected 1o test the accuracy of the
Department's property management rezords. These items comained & value of 511353099108 aur of 2 populzticn of
2132.030,763.47 and were selected for the purpose of lozating the eguipment as recarded in the inventory records. Tweo-
hundred-ninery-reee (2923 of the sample nems wialing £1,373.912.71 could not oe located,

Also, during the physical inspection resting, one-hundred-thirmy-four {134} ftems of equipmen: were locared which wears
nat included in the equipment iventory recards,

The Deparment is required 1o maintain equipment imventories in accordancs with provizions of Stare laws and repulations,
The discrepancics idenified above were caused by the Degartment's failure 1o follow guidelines for maintaining equipment
imveTreries.

It should be noted that since creation of the Division of Support Servises/Asset Management, the Deparment's inventory
procedures have mproved. However, the Deparmmenr should continue to review the conTols i place and imglement
procedures 1o ensure the equipment inventory records are mainizingd in accordance with State laws and repulations.

Finding Control ™umber: FS-401-00-02
ACCOUNTING CONTROLS {OVERALL)
Inadequate Gensral Controls

For flscal year 2000, most sppropriated agencies comprising the rezorting entity of the State of Georgiz wansidored o 2
new 2ccounting system. The previows legacy system was a mainframe, flat-iile based system that had cvolved aver fhres
decades to mest the financial accounting needs of the Swate of Georgia, Beginning fiscal year 2000, the State af Georgia
placed into production & client-server, datzbase system, hersinafier referred to as the Phoenix System.

The management of the individual apencies that comprise the Swate of (Georgla ICporing entity, is responsible for
establishing and mainaming adequats cperations and conwol procedures over the Phoenix System. The abjectives of these
policies and procedures are o provide management with reasonable, but not absolute, assurancs that the Phoenix System
has adequate controls in place and that thoss conmols are operating sffectively. Our responsibility was 1o gain an
understanding of these contols in planning and performing our audit,

In gaining that understanding, we encounterad control weaknesses that resulted Tom the ransidon to the Phoeniz: Swstem,
most notably occurring during the early months of implemeotation.  As a result, we concluded that there was mors than o
relatively law nisk that financial and other forms of data presented for audit mav a0t be acourate, complete or valid,

Data integrity was at osk because cach Phoenix endry maintains conmol over their owm ACTOUNTING processes.
Reconciliations wers not consistently performed due to lack of understanding of the system, and the unavailability of
queries and reports necessary to perform these procedures.  The confidentiality of data was at risk because conrrals were
not abways in place w safeguard this data against unauthorized use, disclosurs, modification, or delenon, Specifically,
anpropriate firewalls o deiect or prevent unauthorized access o the Phoenix System were not always in place during the
fiscal year. Adeguate sepzraton of dutiss was not provided through proper deveiopment and assignment of operator
securiry classes mor were auwtormated controls appiicable to ordering and recetving goods consistently utilized,
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FINANCIAL STATEMENT FINDINGS

Additionally, response tme performance issucs of the Phoenix System and individual zzency nerwork snvironments
resulted in the suspension of andit edits,

To mitigare these risks, the State of Georgia hired consultants to assist in writing queries, Teparts and business rrocesses 1o
assist agenciss in repoming accurate and reliable information. To further reduee the risk of receiving inaccurate ar
meammplete information, the state should consider taking a statewide, coordinated, consistent apprazch toward securing and
cantroihng computerized information system and related technology. This will ensure that the Fhoenix Svstem will he
secure and will aid in the promotion of accurate and comglete reporting of deta v a more eMficient manner. Consideration
should also be given w requiring all entities that comprise the state's reporming entiry o use the Phocnix Svstem, centralize
all business processes with the stare of Georgia. and maks the necessary changes to the svsizm 1o previde for budeet basis
as well as GAAP basis financial statements, ’

DEFARTMENT OF EDUCATION

Finding Control Number: FS-414-00-04
CASH AND CASH EQUIVALENTS
FUND EQUITIES )

Inadequate Accounting Procedurss {Overall)

Accounting procedures of the Office of School Readiness {Office] were imsufficient to provide adeguais internal conols
over Cash and Cash Equivalents, RevenuesReccivables/Receips, Expenditures/Lisbilines/Disbursements and Fund
Eauines control categories 23 noted below:

Cash and Cash Equivalents

1. A review of the June 30, 2000 bank reconciliations imdicated numerous reconciling items in the
following accounzs:

Chperating Account:

Recorciling items totaling 55,133,302.97 {net) were identified on the June 2000 bank seconciliztion.
Of these reconciling items, 337,218.02 were carried over from the prior fiscal year. The remaining
items ceoowrred throughour the current fiseal year, The reconciling items consisted of pavments
recqreded on the general ledger but not clearing the bank, withdrawels [ACH} clearing the bank bur
never recorded on the general ledger, ACH tems returned burt oot recorded on the general ledger,
and manual jowmal enmies posted to the general ledger but the activity was not on the bank
statement.  Audit adjustments were made for $1,232,591.61 (net) leaving 33,900,611.36 {net) not
adjusted in this repor,

Operaring Account for Manval Checks:

Reconciling tems otzling $130,430.94 [ne1) were identified on the June 2000 Bank reconcilianarn,
All of these dterns were [rom the current fscal year acdviry. These reconciling ilems consisted of
checks clearing the bank but never recarded on the general ledger and wansfers of money fom the
Office of School Readiness’ (Office] other Operating Account but never recorded on the gereral
ledger. An audit adjustment was made for 364,617.01 leaving $215.047.95 {net) not adjusied in chis
report.

[

Subsequent to June 30, 2000, the Directar of the Office of School Readiness resigned. The Director's
resignation was effective on August 13, 2000, but the Director's signature continued to be used for zl)
disbursernents through Neovember 2000, The Office should ensure that a current bonded emploves sipns
all checks.
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DEPARTMENT OF ADMINISTRATIVE SERVICES

Finding Contral Number: FS-401-00-01
GENERAL FINED ASSETS/PROPERTY MAMNAGEMENT
imadeguacies in Operation of Property Management System

YWe comcur with the finding. A reconcilianon statement s under review and action s being taken for comrection, As
previously noted in our prior response to this finding, recommendations have resulted in the creanon of the Division of
Support Services/Asser Management, with responsibilines over General Fixed Asset inventory, Though considerable
improverents have been made, the Department recagnizes the need for sdditional review of controls and new standards for
the mamtenance of the General Fixed Assel inventory, Since its creation and stzffing, some of the measures that have
taken place and that will be introduced in the near furure are:

—

Property coordinators have been identified and mained within each enttv/location,

Full physical mventory sonducted i the thisd and fourth quarters of fscal year 2000,

Complsted conversion of inventory informanen mre the new Asset Mapagement Sysiem.

Reconciliation of the Inventory listng to the financial recards is completed through the 1 quarter and on

wack for completion of all quarters by year-end FY2001,

{3} Additions and dzletions to inventory are being performed in & mely manner

[6) A custom guery (run weekly) has been desizned that acossses the financial records database and allows
wentification of accountable sssets at the tnitiation of the procurement process.

{7) A draft of an updated Deparment policies and procedures manual is under revizw,

103 ped e
e
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The above internal controls have besn developed and implemented 1o help the Department ensure eguipment inventary
records are maintained i aceordance with Sizte Jaws and regulations. Though the Department recognizes that due o the
magninide and diversity of assers located accoss the State that this is an ongoimg mult-vear and step process,

Contact Person: Steve Fanczi, Director of Fiscal Services
Telephone: (404) 656-5670; E-mail: sfanczi@deas.state.ga.us

Frnding Conwol Mumber; F5-401-00-07
ACCOUNTING CONTROLS [OVERALL) .
Inadequate General Controls

Reconciliations - Lack of Understanding of the Systern/Lack of Reports & Queries 1o perform procedures,

We concur with this finding. However, there are issues with the responsibility of the corrective actions, The responsibility
af providing the Phoenix HRMS and Financial Systems to agencies resides with the Financial Systems Solutions {F35)
section. It is mot the responsizility of FSS w control nedther how an agency uses the system nor if they complete
reconciiiadon and balancing procedures, The FS5 section provides assistance and recommendations only for this area.
The response to this finding describes several events, however for the FES section, the finding should pertain te providing
the necessary reports andfor queries to perform the reconciliagon and balancing actvities and assistance n understanding
of the system. [t was still each agency's responsibility to maintain their books including proper reconciliation and
balancing actions.

A consuling company, PwC, was brought in during FYZ2000 o assist agencies with backlogged
reconciliation and balancing issues, PwC, working with DOAS and Hunter, developed processes and
new reparts needed to help agencies reconcile sccounts.

*  DOAS and PwC worked togsiber 1o prioritize agency needs.

v WO esordinated site visit activines, whach included teams of Pw(, Hunter, and DOAS Staff. The
tearns went o the agencies most in need and gave direst help, A seqes of leaming labs were also
developed and delivered that gave agencies hands-on cxperience with thelr reconcilations.

n Asgoaresult of the efforts detailed above, a varisty of new audit and contrel reports were provided o the
agencies and put into service.

»  Agnesded, the FSS Financial Help Deck has assisted agenciss with balancing issues,
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Firewalls and Security

We concur with this finding. The lack of appropriate firewalls and seeurity has been corrected.

A pair of Naokia firewalls was installed during calendzr year 2000 providing redundant failover firewall
securly service an 2 7x24 hovr basis,

The Phocnix firewall mule base has béen actively manzged since June 2000, Many rules have besn added
or updated to make the firewal] more resistant to inirusion,

Nerwork security engineers in the Enterprise Security Group actively manage traffic across the state
network to the Phoenix svsiems during business hours, These same enginesrs remein on call evemngs
and weekends.

Auromated tools are wsed in coardination with the firewalls on a 7324 basis. Ths eols menitor maffic,
stop inTusions, and send alarms evenings and weckends. .

A draft Firewall Management Plan was pur into service in December of 2000 to provide technical
coordinaton with respect to the firewall rule base berween the Enterprise Security Group, Phoenix
DEA's, Unix Support, end Production Management teams. An updated version of the management guwds
[5 eaTing Somplenon.

Additional security enhancements arc planned and underway.
access, used by developers and production management staff, with Secure Shell access.
encrypt 21l operator commands and prompts sent between developers and the Sun platforms that host
Fhoenix.

This includss replacement of Telnet
This will

Operator Seenrity Classes

We concur with the finding,
accomplizhed,

The separation of duties through essignment of operator security classes has been

A totzl of 46 distinet operator classes have been established for financials across 7 FN modules, Special
permission is required for 6 specizl capabilities, such as “creare requisidons" and "create purchase
orders". Three roles and four approval levels can also be assigned for operator classes associated with the
Purchasing module. Similar subdivision was alse implemented for Accoumts Payable and Accounts
Eeceivable.

Asset Mapagement - 6

Accounts Payahle - 7

Aceounts Recetvable - 3

General Ledger - 7

Labor Distribetion - 2

Purchasing - 7

State Purchasing - 6

DTAE Ouly- 1

DOT Galy -4

AllLFM Modules - 1

Smal] and Minority Business - |

Central Supply - |
A total of 31 distinet operator classes have been established across 3 HE modules

Benefits - 17

Human Resources - 14

Payrall - 17

Special Access— 1
A group of about 25 special operator classes was created for F53 users who maintin Pheenix. These
ailow FSS users special sccess nesded without releasing these priviieges to operator classes used by

general users.
Access is being actively managed, with frequent updates to security tables and security documsmtation

thronghout 2000 and 2001,
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*  Anautomated tool, Braintree, was deployed in 2000 10 help manage vser accounts, to enforce password
rotation, and o ensure expiration of unused or outdated accouns,

Respanse Time Performance Issues

We concur with this finding. Online response problems were relayed to the Governor's office in November of 1999, and
the Governor authorized a study directed by the CIO. 77 recommendations were provided ina 23 December 199% repor.

*  The Govemnor's Office directed funding to a rask force esuablished to improve performance and to assist
agencies in reconciling and elosing ther books, Work began in Janwary 1999 on the 77
recommendations, consolidated o 39,

*  Significant Improvements were put (n place by March 2000, including several of the more sigmficant
original recominendations. Progress against the onginal Iist continues, as funding becomes available,

*  An online performance-sampling network of 26 Phoemix wsers in three agencies, DOR, DOE, and DHR
was established m March of 2000, Samplings were taken in the March — fune 1999 interval. Dozens of
performance problems were identified and correcred. These mast often required optieezation of SQL o
prOgTam code,

= Anupgrade of the operating version of Orzcle provided access w additional performance impeovements.

= A very significant resmusturing of the Phoenix storage architecture was completed for FIV ouser 20-21
May, and a significant performance increase was achieved.

* A complete replacement of the storage array disk drives for FM and HE systems was accomplished in
late calendar vear 2000 and early 2001, This has provided & wvery significant imgprovement in
performance and capaciry.

*  Precise SQL and Precise Insight woals began implementation during December 2000 and continuing inte
February of 2001, The tools support detalled SQL tmng and end 1o end performance monitering.
Performance data iz being collected now into an avtomated performance warehouse.  After several
months of data are collected, additonal improvements, such 25 delering unused indexes, will be possible.

*  Additonal performance tuning has been established on a contnuing basis since the beginning of FY
2001, with wery significant improvements in online performance. Prriormance has improved despite 2
massive merease in the amount of data stored online.

*  Additional performance improvements can be expected from implementation of Quick 10, now
underway. Partitioning will follow Quick [0 implementation. This should help limit the performance
itmpact from remendous growth in the amount of online data.

Recommendations Section of Finding:

The State showld comsider waking @ statewide coovdinaied, consistemt appreceh toward securfng and commoliing
compuierized information syitem and reloted technology.

The DOAS security function is now a part of the new Georgla Technology Authority. It is their intent to ke
a statewlide coordinated and consistent approach to all Stase secunity funcnions.

Consideration should alse be given lo reguiring all entities that comprize the stare’s reporting entity to use the Phoeniz
system, centralize all business processes with the State of Georgia, and make the necessary changes to the svstem o
provide for budget basiz as well as GAAP basls financial statements,
DOAS and the FS5 section do not have the authority to require any agency to use the Phoenix System ar 1o
centralize all business processes. This authoricy would belong to the State Controller if Georgia were 1o

establish that pesition. In the past, 2 commuttee of state leaders has owned this authority,

The FSE staff is currently working with the Deparmment of Audits and PeopleSeft o imalement GAAP basis
funcrionabivy in Phoenix,

Contact Person: Sue Anmstrong, Assistant Director, Information Techoology
Telepbone: {404 651-2133; E-mail: sarmstod@doas.state.ga.us
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Overview of the Office of the Inspector General

Office of Audit

The Office of Audit (OA) conducts comprehensive financial and performance audits of the
Social Security Administration’s (SSA) programs and makes recommendations to ensure that
program objectives are achieved effectively and efficiently. Financial audits, required by the
Chief Financial Officers Act of 1990, assess whether SSA's financizl statements Tairly present
the Agency’s financial position, results of operations, and cash flow. Performance audits review
the econemy, efficiency, and effectiveness of SSA’s programs. OA also conducts short-term
management and program evaluations focused on issues of concern to 35 A, Congress, and the
general public. Evaluations often focus on identifving and recommending ways to prevent and
minimize program frand and inefficiency,

Office of Executive Operations

The Office of Executive Operations (OEO) supports the Office of the Inspector General (OLG) by
providing information resource management; $ySiems security; and the coordination of budget,
procurement, telecommunications, facilities and equipment, and human resources. In addition,
this office is the focal point for the OLG’s strategic planning function and the development and
implementation of performance measures required by the Government Performance and Results
Act. OEO is also responsible for performing internal reviews to ensure that OIG offices
nationwide hold themselves to the same rigorous standards that we expect from SSA, as well as
conducting investigations of OIG employees, when necessary. Finally, OEQ administers OIG’s
public affairs, media, and interagency activities; coordinates responses to congressional requests
for information; and alse communicates OIG's planned and current activities and the results to
the Commissioner and Congress,

Office of Investigations

The Office of Investigations (OI) conducts and coordinates investigative activity related to fraud,
wasle, abuse, and mismanagement of SSA programs and operations. This includes wrongdoing
by applicants, beneficiaries, contractors, physicians, interpreters, representative payees, third
parties, and by SSA employees in the performance of their duties. OT alse conducts joint
investizgations with other Federal, Srate, and local law enforcement agencies.

Counsel to the Inspector General

The Counsel to the Inspector General provides legal advice and counsel to the Inspector General
on various matters, including: 1) statutes, regulations, legislation, and policy directives
governing the administration of SSA's programs; 2) investigative procedures and techniques; and
3) legal implications and conclusions to be drawn from audit and investigative material produced
by the OIG. The Counsel’s office alzo administers the civil monetary penalty program.



