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Mission

We improve SSA programs and operations and protect them against fraud, waste,
and abuse by conducting independent and objective audits, evaluations, and
investigations. We provide timely, useful, and reliable information and advice to
Administration officials, the Congress, and the public.

Authority

The Inspector General Act created independent audit and investigative units,
called the Office of Inspector General (OIG). The mission of the OIG, as spelled
out in the Act, is to:

O Conduct and supervise independent and objective audits and
investigations relating to agency programs and operations.

Promote economy, effectiveness, and efficiency within the agency.
Prevent and detect fraud, waste, and abuse in agency programs and
operations.

Review and make recommendations regarding existing and proposed
legislation and regulations relating to agency programs and operations.
Keep the agency head and the Congress fully and currently informed of
problems in agency programs and operations.

O O 0O

To ensure objectivity, the IG Act empowers the IG with:

O Independence to determine what reviews to perform.
QO Access to all information necessary for the reviews.
O Authority to publish findings and recommendations based on the reviews.

Vision

By conducting independent and objective audits, investigations, and evaluations,
we are agents of positive change striving for continuous improvement in the
Social Security Administration's programs, operations, and management and in
our own office.
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Date: NOV 2 g 200] Refer To:

To:

Dan Sweeney
Acting Director
Management Analysis and Audit Program Support Staff

Assistant Inspector General
for Audit

Single Audit of the State of Oklahoma for the Fiscal Year Ended June 30, 2000
(A-77-02-00004)

This report presents the Social Security Administration’s (SSA) portion of the single
audit of the State of Oklahoma for the Fiscal Year ended June 30, 2000. The Oklahoma
State Auditor's Office performed the audit and its reports on compliance and internal
controls are attached (see Appendix A). The Department of Health and Human
Services’ desk review concluded that the audit met Federal requirements (see
Appendix B).

The Oklahoma Disability Determination Services (DDS) performs disability -
determinations under SSA’s Disability Insurance (DI) and Supplemental Security
Income (SSI) programs in accordance with Federal regulations. The DDS is reimbursed
for 100 percent of allowable costs. The Oklahoma Department of Rehabilitation
Services (DRS) is the Oklahoma DDS’s parent agency.

For single audit purposes, the Office of Management and Budget assigns Federal
programs a Catalog of Federal Domestic Assistance (CFDA) number. SSA's Dl and
SSI programs are identified by CFDA number 96. SSA is responsible for resolving
single audit findings reported under this CFDA number. ‘

The single audit reported the following findings (see Appendix C):

« DRS did not have a disaster recovery plan to be followed in the event of a disaster
that adversely affects the operations of the Department. The corrective action plan
indicates that a disaster recovery plan is being developed.

Procedures were not in place to ensure that only authorized personnel had
appropriate access to mainframe data. In addition, the computer room did not have
a fire suppression system. The corrective action plan indicates that a visitor’s log
will be established next to the computer room door, and a new computer room
configuration is being developed.
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e Funds were not drawn in accordance with the terms of the Cash Management
Improvement Act (CMIA) agreement. The corrective action plan indicates that
actions will be taken to comply with the CMIA agreement.

We recommend that SSA ensure that DRS:
1 Implemented a disaster recovery plan that addresses policies and procedures to be
followed in the event of a disaster so that the Oklahoma DDS can continue

operations.

2 Established procedures to allow only authorized personnel access to the computer
facilities.

3. Installed necessary safeguards to protect the computer facilities against
environmental factors.

4. Developed procedures for drawing Federal funds in accordance with the terms of the
CMIA agreement. : : R i

The single audit also disclosed the following findings that may impact DDS operations
although they were not specifically identified to SSA. | am bringing these matters to
your attention as they represent potentially serious service delivery and financial control
problems for the Agency (see Appendix D). :

DRS did not have a system in place to adequately document the personnel costs
charged to Federal programs.

DRS did not have an approved method to allocate direct and indirect costs to its
program. o

Please send copies of the final Audit Clearance Document to Mark Bailey in
Kansas City and Paul Wood in Baltimore. If you have questions contact Mark Bailey

at (816) 936-5591.
)ﬁ«ﬁﬁ%

Steven L. Schaeffer

Attachments
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STATE OF OKLAHOMA
) OFFICE OF THE AUDITOR AND INSPECTOR
Cuirrox H. Scorr 2300 M, Lincory Buvn.
ST&TE AUmTOR AND INEPECTOR 100 ST.ATE lU.‘LI."I'I‘DL

Omranoma Crry, OK 73105-4856
405/521-3485
To the Honerable Frank Keating, Governor
and Members of the Legisiature of the
State of Oklahoma

We have audited the general-purpese financial statements of the State of Oklahoma as of and for the vear ended
June 340, 2000, and have issued our report thereon dated December 29, 2000, which included an emphasis paragraph
on the unfunded acruarial accrued liability of the Teachers” Retirement System. We did not andit

o four percent of the assets or two percent of the revenues of the peneral fund;

e the financial statements of the proprietary fund-primary government;

s the finzncial statements of the pension trust fund-primary government which reflect total assets constituting
three percent of the liduciary funds-primary government,

= the finzncial statements of the nonexpendable must funds which reflect toal assets constiruting sixty

percent of the fiduciary funds-primary government;

seven pereent of the assets of the general fixed asset account group;

one percent of the liabilities of the general long-term debt account group;

the financial statements of the governmental component unit,

minety-nine percent of the assets or ninety-eight percent of the revenues of the proprietary component units;

the financial statements of the fiduciary componsnt units;

the Ninanc:al statements of the higher education component unit.

Those financial statements were audited by other auditors whose reports have been furnished to us, and our opinion
on the general-purpose financial statements of the State of Oklahoma, insofar as it relates to the amounts included
for the above-mentioned entities, is based solely upon the reports of the other auditors. We conducted our audit in
accordance with generally accepted auditing standards; the standards applicable to financial audits contained in
Government Audidng Standards, issued by the Comptroller General of the United States,

Compliance

As part of obtaining reasonzble assurance about whether the State of Oklahoma's peneral-purpose financial
statements are free of material misstatement, we performed tests of its compliance with certain provisions of laws,
repulations, contracts and grants, noncompliance with which could have a direct and material effect on the
determination of financial statement amounts. However, providing an opinion on compliance with those provisions
was not an objective of our audit and, accordingly, we do not express such an cpinton. The results of our tests
diselosed no instances of noncompliance that are required to be reported under Governmen: Auditing Standards,

Internal Control Over Financial Reporting

In planning and performing our audit, we considered the State of Oklahoma's internal control over financial
reporting in order to determine cur auditng procedures for the purpose of expressing our opinion on the general-
purpose financial statements and not o provide assurance on the internal control over financial reporting.  Our
consideration of the internal contral over financial reporting would not necessarily disclose zll matters in the internal
control over financial reporting that might be material weaknesses. A material weakness is a condition in which the
design or operation of one or more of the internal control components does not reduce to a relatively low level the
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risk that misstatements in amounts that would be material in relation to the financial statements being audited may
occur and not be detested within a timely period by employees in the normal course of performing their assigned
functions, We noted no matiers invelving the internal control over financial reporting and its operation that we
consider to be material weaknesses.

The American Institute of Certified Public Accountants’ Statement on Auditing Standards Number 87 requires the
inclusion of the following paragraph in this report:

This report is intended solely for the information and use of management of the State of Oklahoma,
members of the Legislature, and federal awarding agencies and pass-through entities, and is not intended to
be and should not be used by anvone other than these specified parties.

Howewver, the Oklzhoma Open Records Act states that all records of public bodies and public officials shall he open
to any person, except as specifically exempted. The purpose of this Act is to ensure and facilitate the public's right
of access o znd review of zovernment records so they may efficiently and intelligendy exercise their inheren:
political power. Therefore, this report 15 a matter of public record and itz disrribution 15 in no way lmited or
restricted.

Sincerely,
CLIFTON H. 5COTT
State Auditor and Inspector

December 29, 2000
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STATE OF OKLAHOMA
, OFFICE OF THE AUDITOR AND INSPECTOR
Crirron H, Scorr D300 W, LincoLy BLvD,
STATE AUDITOR ARD [NSFECTOR 100 Hrate CamTon

Cratioms Cire, O 73106-4898
- . . 4056/521-3495
Lo the Honorable Fraok Keating, Governor

and Members of the Legislature of the
State of Oklahoma

Compliance

We have audited the compliance of the State of Oklahoma with the types of compliance requirements described in the
LLF Office of Management and Budger (OME) Circular A-133 Compliance Supplement that are applicable to sach of its
major federal programs for the vear ended June 30, 2000, We did not audit compliance with those requirements listed
ahove that are applicable o the major federal programs adrmumistered by the Department of Commerce, the Department
of Wildlife Conservation, or the Drinking Water State Revolving Fund administered by the Department of
Environmental Quality, all of which were audited in accordance with the provisions of OMB Circular A-133, dudits of
States, Local Governmenis, and Non-Profit Ovganizations. These programs represent 1.7% of total expenditures for
major federal programs reported on the Schedule of Expenditures of Federal Awards. These requirements were audited
by other auditors whose reports have been furnished to us, and our opinion, insofar as it relates 1o compliance with these
requirements for the above-mentioned entities, is based solely upon the reports of the other auditors.

The State of Oklahoma's major federal programs are identified in the summary of auditor’s results section of the
accompanying schedule of findings and questioned costs. Compliance with the requirements of laws, regulations,
contracts, and grants applicable to each of its major federal programs is the responsibility of the State of Oklahoma’s
management. Our responsibility is to express an opinion on the State of Oklahoma’s compliance based on cur audit and
those of other auditors,

The State of Oklahoma's general-purpose financial statements include the operations of the compenent units reported in
the Enterprise Fund and the Higher Education Fund, which received federal awards which are not included in the
Schedule of Expenditures of Federal Awards for the year ended June 30, 2000. Our audit, described below, did not
include the operaticns of those component units because the component units engaged other auditors to perform audits n
accordance with OMEB Circular A-133,

We conducted our audit of compliance in accordance with generally accepted auditing standards; the standards
applicable w finencial audits contained in Government Audiing Standards, issued by the Comprroller General of the
United States; and OMDB Circular A-133, Audits of Siares, Local Governments, and Non-Profit Orgenizations. -Those
standards and OMB Cireular A-133 reguire that we plan and perform the audit to obtain reasonable assurance about
whether noncompliance with the types of compliance requirements referred to above that could have a direct and
material effect on a major federal program cccurred. An audit includes examining, on a test basis, evidence about the
State of Oklahoma’s compliance with those requirements and performing such other procedures as we considersd
necessary in the circumnstances. We believe that cur audit and the reports of other zuditors provide a reasonable basis for
our opinien.  Our audit does not provide a legal determunation of the State of Oklahoma’s compliance with those
requirernents.

As deseribed in items 00-580-001, 00-380-002, 00-580-003, and 00-380-004 in the accompanying schedule of findings,
the State of Oklahoma did not comply with requirements regarding reporting, equipment and real property management,
and special tests and provisions that are applicable to its Donation of Federal Surplus Property program. Compliance
with such requirements is necessary, in our opinion, for the State of Oklahoma to comply with the requirements
applicable to that program.
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In our opinion, except for the noncompliance described in the preceding paragraphs, the State of Oklahoma complied, in
all material respects, with the requirements referred to above that are applicable to each of its major federal programs for
the year ended June 30, 2000, The results of cur audinng procedures also disclosed other instances of noncompliance
with those reguiremsnts, which are required to be reported in accerdance with OME Circular A-1232 and which are
deseribed in the accompanying schedule of findings as iterns:

O0-2 65001 00-265-002 O0-265-003 O0-265-007 GO-290-035 D0-200-045
Q0-200-075 00-306-00% 00-345-017 00-345-048 (0-400-00 O0-380-005
O0-580-0006 00-805-004 00-803-005 Q0-805-006 0-205-007 O0-807-004
D0-BO7-005 00-807-007 O0-807-008 O0-807-009 00-830-011 D0-830-013
Gi-E30-014 00-830-013 D3-830-016 O0-830-019 00-830-021 O0-E30-023
Oi-830-024 00-830-022

Internal Congrol Over Compliance

The management of the State of Oklahoma is respensible for establishing and maintaiming effective internal control over
compliance with the requirements of laws, regulations, contracts, and grants applicable to federal programs, In planning
and performing our audit, we considered the State of Oklahoma’s internal control over compliance with requirements
that could have a direct and material effect on a major federal program in order to determine our auditing procedures for
the purpese of expressing our epinion on cempliance and to test and repert on the internal contrel over compliance in
accordance with OME Circular A-133,

We neted certain matters invelving the internal contrel over compliance and its operation that we consider to be
reportable conditions. Reportable conditions invelve matters comung 1o our attention relaling to significant deficiencies
in the design or operations of the internal control over compliance that, in our judgment, could adversely affect the State
of Oklahoma’s ability to administer a major federal program in accordance with the applicable requirements of laws,
regulations, confracts, and grants. Reportable conditions are described in the accompanying schedule of findings as
1teEms:

00-265-001 (3-263-002 (0-265-0032 00-263-007 00-265-008 00-265-009
00-265-010 00-200-015 00-290-025 00-290-053 0-290-063 D3-290-085
00-290-095 00-290-105 00-290-115 00-290-128 00-290-135 (H1-209-003
00-343-115 00-345-215 00-345-318 M}-345-415 00-345-017 00-3435-048
Q0= 00-001 (0-580-0035 00-5380-0016 00-580-008 (H1-803-001 O0-802-002
00-805-0032 D0-B05-004 00-805-007 00-807-001 O1-B07-004 O-807-00%

00-807-007 D0-807-008 00-807-009 O0-807-011 00-830-004 00-820-011
00-830-013 O-B30-014 O0-230-015 O0-B20-018 O0-830-018 O0-530-021
00-830-023 00-830-024

A matenal weakness 15 a condition 1n which the design or eperatton of one or moere of the intermal contral components
does not reduce to a relatively low level the risk that noncompliance with the applicable requirements of laws,
regulations, contracts, and grants that would be material in relation to a major federal program being audited may occus
and not be detected within a timely period by employeess in the normal course of performing their assigned [unctions.
Cur consideration of the mternal control over compliance would not necessarily disclose all matters in the internal
control that might be reportable conditions and accordingly, would not necessarily disclose all reportable conditions that
are also considered to be material weaknesses. However, of the reportable conditions described above, we consider

items O0-580-001, 00-580-002, 00-380-003, and 00-5380-004 to be material weaknesses.

Schedule of Expenditures of Federal Awards

We have audited the general-purpose financial statements of the State of Oklahoma as of and for the year ended June 30,
2000, and have issued our report thereon dated December 29, 2000, which included an emphasis paragraph on the
unfunded actuarial accrued liability of the Teachers’ Retrement system.
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We did not audit:
four percent of the assets or two percent of the revenues of the general fund;
the financial statements of the proprietary fund-primary government;
] the financial statements of the pension trust fund-primary government which reflect total assers constituting thres
percent of the fiduciary funds-primary governmeant
J the financial statements of the nonexpendable trust funds which reflect total assets constinting sixly percent of the

fiduciary funds-primary government;

. seven percent of the assets of the general fixed asset account groug,

. one percent of the liabilities of the general long-term debt account group;

* the financial statements of the governmental component unit;

. ninety-ning percent of the assels or ninety-eight percent of the revenues of the proprietary compansnt units;
- the financial statements of the fiduciary component units;

. the financizl statements of the higher education component umit.

Those financial statements were audited by other auditors whose reports have been furnished to us, and cur opinion on
the general-purpose financial statements of the State of Oklahoma, insofar as it relates to the amounts included for the
ahove-mentioned entities, is based solely upon the reports of the other auditors. We conducted our audit in accordancs
with generally accepted auditing standards; the standards applicable to financial audits contained m Government
Auditing Standards, issued by the Comptroller General of the United States; and the provisions of Offics of Management
and Budget Circular A-133, dudits of Stares, Loca! Governmenis, and Non-Profit Crganizations.

Our audit was performed for the purpose of forming an opinion on the general-purpose financial statements taken as a
whole. The accompanying schedule of expenditures of federal awards 1s presented for purposes of additional analysis as
required by OMB Circular A-133 and is not a required part of the penerzl-purpose financial statements. Such
informarion has been subjected to the auditing procedures applied in the audit of the general-purpose {inancial staternents
and, in our opinion, is fairly stated, i all material respects, in relation to the general-purpose financial statements taken
as a whole.

The American Institute of Certified Public Accountants’ Statement on Auditing Standards Number 87 requires the
inclusion of the following paragraph in this report:

This repart is intended solely for the information and use of management of the State of Oklahoma,
members of the Legislature, and federal awarding agencies and pass-through entities, and is not intended to
be and should not be used by anyone other than these specified parties.

However, the Oklahoma Open Records Act states that all records of public bodies and public olficials shall be open to
any person, except as specifically exempted. The purpose of this Act is to ensure and facilitate the public’s right of
access to and review of government records so they may efficiently and intelligently exercise their inherent political
power. Therefore, this report is a matter of public record and its distribution is in no way limited or resmicted.

Sincerely,

LU A AT

State Auditor and Inspector

March 28, 2001, except as to the Schedule of Expenditures
of Federal Awards, for which the date is December 29, 2000,
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Qffice of Inspector Ganeral

DEPARTMENT OF HEALTH & HUMAN SERVICES Office of Audit Services

Mational External Audit Review Center
Lucas Place, Roam 514

323 West 8th Srtreet

Kansas City, Missouri 54105

CIN A-06-02-68500

0CT 05 2001

THOMAS E. DAXON, DIRECTOR

STATE OF OKLAHOMA

122 STATE CAPITOL

2300 NORTH LINCOLN BLVD,

OKLAHOMA CITY, OKLAHOMA 73105-4801

Dear Mr, Daxon:

We have completed our initial review of the audit report on the State for the period
July 1, 1999 through June 30, 2000. Based on our initial review, we believe the andit,
performed by the OKLAHOMA STATE AUDITOR met Federal audit requirements. -

As cognizant agency, we have distributed the audit results to other Federal departments
whose programs are covered by the report.

For your convenience, the findings and recommendations are summarized in Attachment
A and identified by Federal department responsible for resolution. Final determinations
with respect to actions to be taken on Department of Health and Human Services (HHS)
recommendations will be made by the following HHS resolution official. Please respond
to the HHS resolution official at the following address within 30 days from the date of
this letter:

HIIS RESOLUTION OFFICIAL

Office of Audit Resolution and Cost Policy
Department of Health and Human Services
Room 522E, Humphrey Building

200 Independence Avenue, S.W,
Washington, DC 20201

Your written response may consist of: (1) any comments or additional information that
you believe may have a bearing on the final determination of actions to be taken with
respect to the HHS recommendations, (2) an update of comments submitted with the
report or (3} confirmation that your previous comments and corrective action plan remain
unchanged for the recormnmendations summarized in Attachment A, The above common
identification number (CIN) should be referenced in all correspondence relating to this
report. All correspondence, including requests for additional time to prepare your
response, should be submitted to the HHS resolution official address. Please do not send
your comments or requests to the Lucas Place address.
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CIN A-06-02-68900 - Page 2

Please include vour Entity Identification Number with all future audit reports.

[n accordance with the principles of the Freedom of Information Act (Public Law 50-23),
reports issued on the Department's grantees and contractors are made available, if
requested, to members of the press and general public to the extent information contained
therein is not subject to exemptions in the Act which the Department chooses to exercise.
{See 45 CFR Part 3 Section 5.21 of the Department’s Public Information Regulations.)

If vou have any questions, please contact our office at (316)374-6714.
¥4

Sincerely,

gy O e u——__,_,.—»f
ohn H. Fisher, Manager
National External Audit Review Center

Attachment
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ATTACHMENT A
Page 1 of 3

CIN A-06-02-68900

Recommendation Resolution
Codes Page Amount Agency Recommendations

23-29 NIA GSA 00-508-001 thru 00-508-006, 00-308-008
53 07-380-020, 97-380-033, D0-380-34
84-85 97-580-37, 98-580-012, 98-580-014
86, 87 08-380-016, 98-380-017, 99-380-007
88 59-380-009, 99-580-011 thru 99-580-013,
29-30 WA FEMA 00-305-003, 00-309-005,
31-41 N/A Education 00-265-001 thru 00-263-003, 00-265-007 thru
71-77 00-265-010, 00-805-001 thru 00-805-007
g9 06-265-003,
41-52 N/A Labor 00-290-018 thru 00-290-138, 99-290-001.
89

295527100 53 N/A HHS/OARCP  00-807-001. We recommend procedures be
strengthened to ensure information systems are
adequately safesuarded.

*299926100 53-55 54,351 HHSHCFA 00-807-004. We recommend procedurss be
strengthened to ensure 1) provider files contain
all required documentation and 2} providers
are adequately licensed and any unallowable
costs are returned.

299505100 35 JREEN HHS/HCFA 00-307-005. We recommend 1) procedures be

_ strengthened to ensure all costs are supported

99905100 55 56,791 HHS/HCEA by adequate documentation, and 2} the
questioned costs be returned.

337910100 53-306 NiA HHS/HCFA 00-807-007. We recommend procedures be
strengthened to ensure 1) ¢laims submitted 12
months after the date of service are not

*337910101 55-56 510,423 HHSHCFA charged to the program and 2) the questioned
costs be returned.

099930100 36 NYA HHS/HCFA 00-807-008, We recommend 1) procedures be
strengthened to ensure duplicate claims are not

99930101 56 37,376 HHS/HCFA charged to Federal programs, and 2) the
questicned costs be returned.

*200522100 57 5673 HHS/HCFA 00-807-009. We recommend procedures be
strengthened to ensure only allowable claims
are paid.

299905101 57-58 N/A HHS/HCEFA 00-807-011, We recommend procedures be

strengthened to ensure providers’ compliance
with health and safety standards is supported
by adequate documnentation.
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ATTACHMENT A
Page 2 of 3

CIN A-06-02-68900

Recommendation

Resolution
Codes Page Anmount Agency Recommendartions
58 NI Agriculture O0-830-004, O0-830-18, 96-830-058
6o-67 97-830-035, 97-830-045, 98-330-003
90 08-830-003, 98-830-008, 99-330-012
01,93 - 199-830-017, 99-830-028.
95-96
57
099530102 3861 NiA HHS/ACFE 00-830-011, 00-830-15. We recommend
63-65 procedures be sirengthened to ensure case files
contain all required documentation,
2) case [iles are reviewed in a timely manner
99930103 59-61 316,303 HHS/ACF and 3) the questioned costs be returned,
63-63

099930104 61 NAA HHS/AOEA 00-830-013. We recommend 1) procedures be
strengthened to ensure case files contain all
required documentation, 2) case files are

#00030105 61 52,486 HHS/OEA reviewed in a timely manner and 3) the
questioned costs be returned.

#N9GA30100 62 5848 HHS/OF A 00-830-014, We recommend procedures be
strengthened to 1) ensure case files contain all
required documentation and 2} case files are
reviewed in a timely manner,

299908100 65-66 N/A HHS/DPM 00-330-16, 99-830-033. This is a repeat

a7 ' finding. We recommend procedures be
strengthened to ensure compliance with cash
management Tequirements,

099000100 66-67 NAA HHS/DCA D0-830-018, 00-830-019, 99-830-017. This 1s

96 a repeat finding. We recommend procedures
be strengthened to ensure expenditures are
allocated in accordance with the approved
plan.

209905100 68 N/A HHS/OEA 00-830-021., We recommend procedures be
strengthened to ensure Federal reports are
supported by adequate documentation,

099003100 68-69 NiA HHS/ACFE 00-830-023, 97-830-035. This is a repeal

o7 finding. We recommend procedures be

strengthened to ensure expenditures are
properly accounted for by individual program
and grant.
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ATTACHMENT A
Page 3 of 3

CIN A-06-02-68900

Amonnt

Reselution
Agency

| Recommendations J

209920100

209920101

099000106

209922100

299919101

69-70

71

N/A

IN/A

NYA

N/A

-E\'_J.l- .n"!\.

N/A
N/A

NiA

H:

HHS/OARCP

HHS/OF A

HHS/HCFA

SSA

Transportation

Footnote A

HHS/OF A

HHS/OF A

00-830-024. We recommend procedures be
strengthened to ensure Federal reports are
reconciled to the accounting records and are
supported by the accounting records.

00-830-025. We recommend procedures be
strengthened to ensure Federal reports are
reconciled to the accounting records and are
properly supported.

00-400-001. We recommend procedures be
strengthened to ensure only allowable costs are
allocated to the Medicaid program.

. G0-805-005.

00-245-017, 00-345-048, 00-345-115
00-345-218, 00-345-31S, 00-345-418
O-385-007.

09-807-005. Third Party Liability.

D8-830-031, 99-8-011. This is a repeal
finding. We recommend procedures be
strengthened to ensure the Emergency TANF
Data report is accurately generated.

99-830-010. This is a repeat finding,

We recommend written policies be developed
and implemented for determining which social
workers® files are reviewed by supervisors.

Footnote A: This finding and related
recommendation have not been identified for
formal Federal resolution by HHS,
Appropriate corrective action should be taken
by the State, as recommended by the auditors,

his action could involve necessary financial
adjustments to Federal program accounts and
reports,
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REPORT DISTRIBUTION SCHEDULE

CIIN A-06-02-68900
Page I of 6
Copies

Office of Audit Resolution and Cost Policy 1*

Department of Health and Human Services

Room 522E, Humphrey Building

200 Independence Avenue, 3.W,

Washington, DC 20201

Dept. of Health and Human Services, HCFA *
Office of Regional Administrator

1301 Young Street, Room 833

Dallas, TX 75202

Audit Liaison Staff 1#
HCFA, OCOS, OSG

Mailstop: C5-15-12

7500 Security Boulevard

Baltimore, MD 21244-1850

Assistant Regional Administrator

Office of Fiscal Operations

Administration for Children and Families, HHS
1301 Young Street, Room 945

Dallas, TX 75202

ACE Audit Team 1
Attn: Michael Hill

Arrospace Building, 6th Floor East

370 L'Enfant Promenade, S.W.

Washington, D.C. 20447

Chief, Accounting and Control Branch L*
Division of Payment Management

P.O. Box 6021

Rockville, MD 20832

Chief, Cost Advisory and Audit Resolution Branch 1#
Division of Grants and Procurement Management

Health Resources and Services Administration

Room 13-25, Parklawn Building

5600 Fishers Lane

Rockville, MD 20857

1* = This report package contains 1 piece(s) in addition to the transmittal letter, distribution and
attachments.

* = {opy of transmittal letter/memo, distribution and attachments provided.
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REPORT DISTRIBUTION SCHEDULE

CIN A-06-02-68900
Page 2 of 6
Copies
Chief, Cost Advisory Activity 1*
Procurement and Grants Office
Office of Program Support
Centers for Disease Control & Prevention, PHS
2920 Brandywine Road, Room 2810
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Recommendation: We recommend that the Department (1) Develop a policy that prolubits individuals
from determining eligibility for their relatives or friends, or (2} Require mdividouals who determine
eligibility to complete formal conflict of interest statements.

Management's Corrective Action Plan
Contact Person:  Michaz] O'Brien
Anticipated Completion Date: July |, 2001
Corrective Action Planned: The DVRE/DVS  Management Team  has  reviewed  these
recommendztions. We are in agreement that it is appropriate to respond to these, We propose the
following actions: (1) Our policy development unit in conjunction with a representative from the
attorney general's office will develop a conflict of interest statement that can be signed by staff. This
conflict of interest statement will have to be approved by DRS and presented to them within the next
S0 day.” (2) We wnll develop a poliey that prohibits individuals from determining eligibelity for therr
relatives or friends. However, this policy must first be written by the Policy Development Unit, It
must be presented to the Policy Advisory Council it must be reviewsd and approved by the DVR/DYS
Management Team, this policy will be submitted to the Commission for Rehabilitation for review. Tt
must go before them on two separate Commission Meetings. The Oklahoma Rehabilitation Council
must also review it. Upon approval by both of these groups it will then be submitted to the Govemnor
under emergency tules for approval. It is unlikely that this policy can be formally finalized prior to
July 1, 2001, However, we will pursue it with all haste.

REF NO:. 00-303-002

STATE AGENCY: Department of Rehabilitation Services

FEDERAL AGENCY: United States Department of Education, Social Security Administration
CFDA NO: 84,126, 96.001 (This could potentially affect all federal programs.)

FEDERAL PROGRAM NAME: Rehabilitation Services - YVocational Rehabilitation Grants to States,
Social Security - Disability Insurance (DI)

CONTROL CATEGORY: Information Systems

Criteria:  According to the standards of the Information Systerns Audit and Control Association (COBIT,
Delivery and Support 4.3), information services function management should ensure that a written disaster
recovery plan 15 developed containing the following:

¢ Guidelines on how to use the recovery plan;
Emergency procedures to ensure the safety of all affected staff members,
Response and recovery meant to bring the Department back to the state it was before the
incrdent or disaster;

e Procedures to safeguard and reconstruct the home site;

s {Cpordination with public authorities;

¢« Communication procedures with employees, clients, suppliers and management; and,

+  Critical information on recovery teams, affected staff, clients, suppliers, public authorities,
and media.

Condition: The Department does not have a written Disaster Recovery Plan.

Effect: The lack of having a Disaster Recovery Plan could result in potential loss of:
1. Financial data:
2. Client information;
3. DRS organizational structure documentation; and,
4. Federal reporting data.

Recommendation: We recommend the Department develop and implement a written Disaster Recovery
Plan to ensure the safekeeping and integrity of agency financial and non-financial data.
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Management's Corrective Action Plan
Contact Person:  Jim Murphy, Information Services Director
Anticipated Completion Dare: March 31, 2001
Corrective Action Planned: [nformation Services (1.5.) agrees with the audit recommendation,
Although LS. does have a daily procedure for backup and off site starage, it requires a formal Disaster
Recovery Plan. The 1S, Computer Operations Area will begin developing the Disaster Recovery Plan
immediately, The target date for completion will be March 31, 2001,

REF NO: 00-805-003

STATE AGENCY: Deparmment of Rehabilitation Services

FEDERAL AGENCY: United States Department of Education, Social Security Administraticn
CFDA NO: 34,126, 96.001 ({This could potentially affect all federal programs.)

FEDERAL PROGRAM NAME: Rehabilitation Services - Vocational Rehabilitation Grants to States,
Social Security - Disability Insurance {[21)

CONTROL CATEGORY: Information Systems

Criteria:  According to the standards of the Information Systems Audit and Control Associauon (COBIT,
Delivery and Suppoert 12.3), appropriate procedures are to be in place ensuring that individuals who are not
members of the information services function’s operations group are escorted by a member of that group
when they must enter the computer facilities. A visitor's log should be kept and reviewed regularly.

According o the standards of the Information Systems Aundit and Control Assaciation (COBIT, Delivery
and Support 12,59, information services function management should assure sufficient measures are put in
place and maintained for protection against environmental factors (e.g., fire, dust, power, excessive heat
and humidity). Equipment and devices to monitor and control the environment should be installed.

Condition: During our review and tour of the Department's computer room, we noted the following:

#  Access to the Department’s computer room is limited by requiring those granted access to
input a nurmeric code via a keypad to gain entrance. However, there was no mechanism, such
as a sign in sheet, to monitor visitors entering the computer room.

*  The Department’s computer rocm did not have a fire suppression system.

Effect:  Lack of a mechanism to monitor agcess to the computer room could result in misuse of assets.
Also, without a fire suppression system, the Department’s IT equipment may not be adequately protected
against man-made and natural disasters.

Recommendation: We recommend the Department maintain a visitor's log outside the computer room 1o
enable the Department to identify those individuals entering the computer room. Addinonally, we
recommend the Department ensure adequate safeguards are in place to protect the Department’s IT
equipment from man-made and natural dizsasters.

Management's Corrective Action Plan
Contact Person: Jim Murphy, Information Services Director
Anticipated Completion Date:  State Fiscal Year 2001
Corrective Action Planned: 1S, agrees with the audit recommendation. A visitor’s log will be
established by the secure computer room door by August 11, 2000, LS. has recognized a potential
exposure in the current computer room configuration. To rectify the problem, we have budgeted a
substantial amount of funds to facilitate a solution to the cumrent situation. We plan to implement our
solution during State Fiscal vear 2001,
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REF NO: (0-805-004

STATE AGENCY: Department of Rehabilitation Services

FEDERAL AGENCY: United States Department of Education

CFDA NO: 84126

FEDERAL PROGRAM NAME: Rehabilitation Services - Vocational Rehabilitation Grants to States
CONTROL CATEGORY: Eeporting

QUESTIONED COSTS: 5-0-

Criteria:  According to the instructions for preparing the RSA-2 which are provided by the United States
Department of Education, Rehabilitative Services Administation, the RSA-2 report is due in the RSaA
Regional Office by January 30 following the close of the fiscal vear.

A basic objective of generally accepted accounting principles is to provide accurate, reliable and timely
information.

Condition: The Department is not in compliance with the filing requirements for the RSA-2 report. The
RSA-2 report for fiscal year 1999 was not submired undl July 3, 2000, This is approximately five months
past the deadline for submission of this repart.

Effect: Without the timely submission of Federal reports, the Department could be subject to fines andfor
Sancions.

Recommendation: We recommend the Department establish and implement policies and procedures to
ensure employees are aware of Federal Reporting requirements and Federal reports are submitted in a
timely manner.

Management’s Corrective Action Plan
Conract Person: Kevin Statham
Anticipated Completion Dare: FFY - 2002
Corrective Action Planned: Management concurs with the audit finding. The agency continues to
strupgle with the delays caused by manual reconciliation of expenditures and compilation of data from
multiple information systems. The RSA-2 has received a great deal of attention and review during the
current year, The timely receipt and reconciliation of data has received a high priority for both Budget
& Finance and the information Services Units. The high priority has allowed for the focusing or
resources to assist the department in achieving the goal of titmely filing of the RSA-2,

REF NO:  00-B05-005

STATE AGENCY: Department of Rehabilitation Services

FEDERAL AGENCY: United States Department of Education, Social Security Administration
CFDA NO: 84,126, 36,001

FEDERAL PROGRAM NAME: Vocation Rehabilitation Services Basic Grants to States, Sacial
Security - Disability Insurance (DI}

CONTROL CATEGORY: Cash Management

QUESTIONED COSTS: -30-

Criterin:  The Cash Management Improvement Act (CMIA) for the component 6.0 Funding Techniques,
6.26 Payment Schedule, states: “The State shall request funds such that they are deposited in a State
Account on the fifteenth {or closest working day prior to the 15”'} to fund the costs incurred during that
period. The amount of the request shall be an estimate based on actual payments of the prior month and
adjusted to actual on a quarterly basis.”

Condition: During our review of internal control procedures and conversation with management, we
noted for the May 2000 draw requests for 35-DI dated May 5, 2000, for $1,000,000 and VR-Basic Support
dated May 5, 2000, for 52,500,000, the Department did not have adequate supperting documentation,
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Also, the Department is not requesting funds on the fifteenth {or closest working day prior o the 15") ar
adjusting to actual on a quarterly basis,

Effect: By not following the CMIA agreement, the Department could have drawn funds earlier than they
were entitled which could cause an interest event, or used State funds when Federal funds wers available.

Recommendarion: We recommend the Department develop and implement internal control procedures w
ensure all applicable personmel are aware of the CMIA agreement requirements and that actions taken by
the Department in relation to the sgreement are in accordance with the CMIA agreement  Also, if
necessary, we further recommend the Department tevise the CMIA agreement to better [it the needs of
DRS.

Management’s Corrective Action Plan
Contact Person: Kevin Statham
Anticipated Completion Date: Compliance with all aspects of the CMIA agreement will be
completed February 2001,
Corrective Action Planmed: Management concurs with the audit finding. The department has several
funding techniques that require draws to be done throughout the month not only on the 15" of the
month, When the department is unable to comply with the CMIA agreement completely, conservative
estimates, based on historical activiry, are used to calculate draws.

REF NO: 00-805-006

STATE AGENCY: Department of Eehabilitation Services

FEDERAL AGENCY: United States Department of Education

CFDA NO: 84,126

FEDERAL PROGRAM NAME: Rehabilitation Services - Wocational Rehabilitation Grants to States
CONTROL CATEGORY: Allowable Costs/Cost Principles

QUESTIONED COSTS: $283,428

Criterig:  OMB Circular A-87, Attachment A, Part E. states: “1. General. Direct costs are those that can
be identified specifically with a particular final cost objective. 2. Application. Typical direct costs
chargeable to Federal awards are: a. Compensation of employees for the time devoted and identified
specifically to the performance of those awards” Alse, C.1j,, states in parl, . . . “io be allowable under
Federal Awards, costs must be adequately documented.”

Common Rule , Subpart C., § .20 states, * (a) . . . Fiscal control and accounting procedures of the state, as
well as its subgrantees and cost-type contractors, must be sufficient to --- (2) Permit the tracing of funds to
a level of expenditures adequate to establish that such funds have not been used in violation of the
restrictions and prohubitions of applicable statutes. .

Condition: During our review of the DRS - Finance hyformation Systems Unit Overall Payroll Costing as
of 02/13/00 by Location Code Report, it was noted several DRS employees’ salaries for the month of
February 2000 were charged 100% to the Wocational Rehabilitation Grants to States (VR) program. Based
on the nature of the following employees’ job functions, it is not likely these employees’ compensation can
be identified specifically to the performance of the VR program:

¢  Director of the Department Rehabilitation Services
+  Executive Secretary to the Director

#  Chief Financial Officer

Assistant to the Chief Financial Officer

Civil Rights Administrator

Senior Budger Analyst

Accountant [[1 - Budget and Finance

L
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Also, the Department is not requesting funds on the fifteenth {or closest working day prior to the L5%) or
adjusting to actual on a quarterly basis,

Effect: By not following the CMIA agreement, the Department could have drawn funds earlier than they
were entitled which could cause an interest event, or used State funds when Federal funds were available.

Recommendation: We recommend the Department develop and implement internal control procedures to
ensure all applicable personnel are aware of the CMIA agreement requirements and that actions taleen by
the Department in relation to the agreement are in accordance with the CMIA agreement.  Also, if
necessary, we further recommend the Department revise the CMIA agreement to better fit the needs of
DES.

Management’s Corrective Action Plan
Contact Person:  Fevin Statham
Anticipated Completion Date: Compliance with all aspects of the CMIA agreement will be
completed February 2001,
Corrective Action Planned: Wanagement concurs with the audit finding, The department has several
funding techniques that require draws to be done threughout the month not only on the 15" of the
month. When the department is unahle to comply with the CMIA agreement completely, conservative
estimates, based on historical activiry, ars used to calculate draws.

REF NO: 00-805-006

STATE AGENCY: Deparmment of Rehabilitation Services

FEDERAL AGENCY: United States Department of Education

CFDANO: B4.126 :

FEDERAL PROGRAM NAME: Rehabilitation Services - Vocational Rehabilitation Grants to States
CONTROL CATEGORY: Allowable Costs/Cost Principles

QUESTIONED COSTS: 3283 428

Criterias  OMB Circular A-87, Attachment A, Part E. states; ©1. General. Direct costs are those that can
be identified specifically with a pamicular final cost objective. 2, Application. Typical direct costs
chargeable to Federal awards are: a. Compensation of employees for the time devoted and identified
specifically 1o the performance of those awards.™ Also, C.1j, states in part, . .. "to be allowable under
Federal Awards, costs must be adequately documented.”

Common Rule , Subpart C., § .20 states,  (a) . . . Fiscal contro] and accounting procedures of the state, as
well as its subgrantees and cost-type contractors, must be sufficient to «-- (2) Permit the tracing of funds to
a level of expenditures adequate to establish that such funds have not been used in violation of the
restrictions and prohibitions of applicable statutes,..”

Condition: During our review of the DRS - Finance Information Systems Unit Overall Payrol! Costing as
of U2300 by Location Code Report, it was noted several DRS employees’ salaries for the month of
February 2000 were charged 100% to the Vocational Rehabilitation Gramts to States (VR program. Based
on the namre of the following employees’ job functions, it is not likely these employees’ compensation can
be identified specifically to the performance of the VR program:

Director of the Department Rehabilitation Services
Executive Secretary to the Director

Chief Finaneial Officer

Assistant to the Chief Financial Officer

Civil Rights Administrator

Senior Budget Analyst

s+ Accountant [I] - Budget and Finance

-=d
n
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= Accountant I - Budget and Finance

¢ Administrator Central Departmental Services
e Administrative Programs Officer - Purchasing
= Admimstrative Programs Qfficer -Contracts

e [drector of [nformation Services

Additionally, during review of adnumisirative claims listing, it was noted office space leased monthly by
DES-Executive Division's rent expense was charged 100% to the VR program.  Based on internal VR
Coding for this partrcular vendor 1t appears, the space for these divisions cannot be specifically identified ta
the performance of the VR program.

Canse:  The Department does not have an approved methaod to allocate direct and indirect costs to the VR
program.,

Ejfect: Costs are being charged to the VR program that do not benefit the program.

Recommendation: We recommend the Department develop an Indirect Cast Proposal to ensure that costs
chargeable to the VR program are properly documented and allowable under OMB Circular A-B7.

Management's Corrective Action Plan
Contact Person:  Kevin Statham, Accourmant II1
Anticipated Completion Dater  Cost allocation plan has been submitted to the Department of
Education. Approval is pending and cost allocation will begin during SFY- 2001,
Carrective Action Planned: Management concurs “with the auditor's recommendation regarding
allocating costs. In fact, the agency has already developed and submatted the cost allocation plan to the
Department of Education for review and approval. Prior to the audit finding the agency recognized the
need to distribute costs, however, without an approved cost allocation plan the agency is not allowed to
distribute any costs.

REF NO:  00-805-007

STATE AGENCY: Department of Rehahilitation Services

FEDERAL AGENCY: United States Department of Education

CFDANO: B84.120

FEDERAL PROGRAM NAME: Rehabilitation Services - Vocational Rehabilitation Grants to States
CONTROL CATEGORY: Activities Allowed and Unallowed, Eligibility, Special Tests and Provisions —
Individualized Written Rehabilitation Program {['WEP), and Special Tests and Provisions - Comparable
Services and Benefits

QUESTIONED COSTS: § 3,393

Criteria:  According to CFR 361.45-46, “An Individual Written Rehabilitation Program (IWRF) must be
developed jointly by the VR counselor and the eligible individual (or the individual’s representative).”

Additionally, 34 CFR 361.53 states in part, “The State is required to seek comparable services and benefits
from other programs before providing VR services 1o an eligible individual . "

0AC 612:10-7-6 states in part, “{a) To determine whether an individual = eligible for vocational
rehabilitation services. ..
(1] the counselor will use mmformation that is current as of the date of the determinaticn of
eligibility or of the development of the IPE.
e 1o the extent necessary provide appropriate assessment, . . . to obtain additional
documentation necessary to make the determination of eligibility.”
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Overview of the Office of the Inspector General

Office of Audit

The Office of Audit (OA) conducts comprehensive financial and performance audits of the
Social Security Administration’s (SSA) programs and makes recommendations to ensure that
program objectives are achieved effectively and efficiently. Financial audits, required by the
Chief Financial Officers Act of 1990, assess whether SSA’s financial statements fairly present
the Agency’s financial position, results of operations, and cash flow. Performance audits review
the economy, efficiency, and effectiveness of SSA’s programs. OA also conducts short-term
management and program evaluations focused on issues of concern to SSA, Congress, and the
general public. Evaluations often focus on identifying and recommending ways to prevent and
minimize program fraud and inefficiency.

Office of Executive Operations

The Office of Executive Operations (OEO) provides four functions for the Office of the
Inspector General (OIG) — administrative support, strategic planning, quality assurance, and
public affairs. OEO supports the OIG components by providing information resources
management; systems security; and the coordination of budget, procurement,
telecommunications, facilities and equipment, and human resources. In addition, this Office
coordinates and is responsible for the OIG’s strategic planning function and the development and
implementation of performance measures required by the Government Performance and Results
Act. The quality assurance division performs internal reviews to ensure that OIG offices
nationwide hold themselves to the same rigorous standards that we expect from the Agency.
This division also conducts employee investigations within OIG. The public affairs team
communicates OIG’s planned and current activities and the results to the Commissioner and
Congress, as well as other entities.

Office of Investigations

The Office of Investigations (OI) conducts and coordinates investigative activity related to fraud,
waste, abuse, and mismanagement of SSA programs and operations. This includes wrongdoing
by applicants, beneficiaries, contractors, physicians, interpreters, representative payees, third
parties, and by SSA employees in the performance of their duties. OI also conducts joint
investigations with other Federal, State, and local law enforcement agencies.

Counsel to the Inspector General

The Counsel to the Inspector General provides legal advice and counsel to the Inspector General
on various matters, including: 1) statutes, regulations, legislation, and policy directives
governing the administration of SSA’s programs; 2) investigative procedures and techniques;
and 3) legal implications and conclusions to be drawn from audit and investigative material
produced by the OIG. The Counsel’s office also administers the civil monetary penalty program.
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