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Mission

By conducting independent and objective audits, evaluations and
investigations, we inspire public confidence in the integrity and security of
SSA’s programs and operations and protect them against fraud, waste and
abuse. We provide timely, useful and reliable information and advice to
Administration officials, Congress and the public.

Authority

The Inspector General Act created independent audit and investigative
units, called the Office of Inspector General (OIG). The mission of the OIG,
as spelled out in the Act, is to:

QO Conductand supervise independent and objective audits and
investigations relating to agency programs and operations.

Promote economy, effectiveness, and efficiency within the agency.
Prevent and detect fraud, waste, and abuse in agency programs and
operations.

Review and make recommendations regarding existing and
proposed legislation and regulations relating to agency programs
and operations.

Keep the agency head and the Congress fully and currently informed
of problems in agency programs and operations.
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To ensure objectivity, the IG Act empowers the IG with:

QO Independence to determine what reviews to perform.

Q Access to all information necessary for the reviews.

QO Authority to publish findings and recommendations based on the
reviews.

Vision

We strive for continual improvement in SSA’s programs, operations and
management by proactively seeking new ways to prevent and deter fraud,
waste and abuse. We commit to integrity and excellence by supporting an
environment that provides a valuable public service while encouraging
employee development and retention and fostering diversity and
innovation.
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MEMORANDUM
Date: March 8, 2010 Refer To:
To: Candace Skurnik

From:

Subject:

Director
Audit Management and Liaison Staff

Inspector General

Management Advisory Report: Single Audit of the Commonwealth of Pennsylvania for
the Fiscal Year Ended June 30, 2008 (A-77-10-00003)

This report presents the Social Security Administration’s (SSA) portion of the single
audit of the Commonwealth of Pennsylvania for the Fiscal Year ended June 30, 2008.
Our objective was to report internal control weaknesses, noncompliance issues, and
unallowable costs identified in the single audit to SSA for resolution action.

The Pennsylvania Auditor General and Ernst and Young, LLP performed the audit. The
results of the desk review conducted by the Department of Health and Human Services
(HHS) concluded that the audit met Federal requirements. In reporting the results of the
single audit, we relied entirely on the internal control and compliance work performed by
the Pennsylvania Auditor General and Ernst and Young, LLP and the reviews
performed by HHS. We conducted our review in accordance with the Quality Standards
for Inspections issued by the President’s Council on Integrity and Efficiency.®

For single audit purposes, the Office of Management and Budget assigns Federal
programs a Catalog of Federal Domestic Assistance (CFDA) number. SSA’s Disability
Insurance (DI) and Supplemental Security Income (SSI) programs are identified by
CFDA number 96. SSA is responsible for resolving single audit findings reported under
this CFDA number.

The Pennsylvania Disability Determination Services (DDS) performs disability
determinations under SSA’s DI and SSI programs in accordance with Federal
regulations. The DDS is reimbursed for 100 percent of allowable costs. The
Department of Labor and Industry (L&l) is the Pennsylvania DDS’ parent agency.

Yn January 2009, the President’s Council on Integrity and Efficiency was superseded by the Council of
the Inspectors General on Integrity and Efficiency, Inspector General Reform Act of 2008, Pub. L No.
110-409 8 7,5 U.S.C. App. 3 8§ 11.
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The Office of Vocational Rehabilitation (OVR) in L&l provides vocational rehabilitation
services to Social Security beneficiaries. SSA reimburses OVR for direct costs of items
purchased for these individuals and indirect costs related to administrative, placement,
and counseling services as well as tracking and monitoring work activity.

The single audit reported:

1.

OVR could not provide complete documentation to support SSA reimbursements
totaling $16,025 for vocational rehabilitation services (Attachment A, pages 1 and 2).
The corrective action plan indicated that supporting documentation for the SSA
reimbursements will be obtained from its mainframe system (Attachment A,

pages 1 and 2).

Documentation was not maintained for the authorization and testing of changes to
the DDS’ VERSA application. Further, access to the test and production libraries in
VERSA was not limited to authorized staff (Attachment A, pages 3 through 6). The
corrective action plan indicated emails documenting authorization and testing of
program changes are now retained and that only authorized staff has access to both
the test and production environment (Attachment A, pages 4 and 5).

The Commonwealth of Pennsylvania is not in compliance with the Cash
Management Improvement Act (CMIA) regulations and procedures for clearance
pattern requirements and interest calculations. As a result, the interest liability on
the CMIA Annual Report, as submitted to the Department of the Treasury, was
misstated by at least $5.6 million (Attachment A, pages 7 through 15). The
corrective action plan indicated a new check clearance study had been completed
(Attachment A, pages 12 through 14).

We recommend that SSA:

1.

Determine whether the reimbursements to OVR totaling $16,025 were appropriate
and, if not, request a refund of the unallowable costs.

Ensure OVR is maintaining adequate documentation to support SSA
reimbursements for vocational rehabilitation services.

Verify that the identified weaknesses in computer controls over the DDS’ VERSA
application have been adequately resolved.

Ensure that DDS cash draws are based on the CMIA.
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The single audit also disclosed the following findings that may impact DDS operations
although they were not specifically identified to SSA. | am bringing these matters to
your attention as they represent potentially serious service delivery and financial control
problems for the Agency.

e Adequate documentation was not maintained to support contracting and
procurement (Attachment B, pages 1 through 3).

e General computer controls needed improvement (Attachment B, pages 4
through 13).

e Procedures were not in place to reverify that existing vendors had not been debarred
or suspended (Attachment B, pages 14 and 15).

e Control deficiencies existed in the charging of personnel costs (Attachment B,
pages 16 and 17).

Please send copies of the final Audit Clearance Document to Shannon Agee. If you
have questions, contact Shannon Agee at (816) 221-0315, extension 1537.

63{/( & &oer /,_
Patrick P. O’Carroll, Jr.

Attachments
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COMMONWEALTH OF PENNSYLVANIA
Federal Award Findings and Questioned Costs - June 30, 2008

Finding 08 — 40:
CFDA #84.126 — Rehabilitation Services — Vocational Rehabilitation Grants to States

Control Deficiency Owver Freparation and Submission of Vocational Rehabilitation Frovida Claim Forms to S5A
Besults in Unsupported Program Income (A Similar Condition Was Noted in Prior Year Finding #07-38)

Conditiom: Ac part of rehabilitating Sodal Security beneficiaries, OVR is pennitted to request refmbursement from
3584 for the costs mowred while serving elighle vocational whahilitation clients in the RSBS program. These 334
reimbursements are considered program income to the BESBS progpram and dedusted from expenditures reported on the
SEFA. OVER received approximately $6.8 million in program income fom 884 during state Gscal year ended Tune 30,
2008, bazed on the claime subrnitted

In order to request 35A pavinent, OVER prepares and submits a Vocatonal Behabiliafion (VE) Provider Claim form to
384 for each elighle client. For SFYE Tune 30, 2008, we selected five clients’ resmbursernent requests, which totaled
$302,657 in RSES program income for the year (ae part of Docurment Mo RER403 9150 posted to the SAP Syztem on
Septemnber 21, 2007, However, for the third year in a row, OVE could not provide complete dosunentation supparting
the VR Provider Clam forms for oy weview In parbicular, our testweork disclosed that for fowr clients out of the five
dlients sampled, OVE did not refain and provide the OVE-208 Forme which were mwquired to support $16,025 of direct
coste claimed for the ciente in question

Crteria: 3 CFRE E0.20 provides the following standard for financial management:

(B Internal contol Effective confrol and accountability must be mainfained for all gronit and subgrant cazh, real
and personal property, and ofher zasets,

34 CFR 80.42 reparding record retentl on states:
(bi Length of retention period. (T . records muat be retatned for thres pears. .

(ch3l  Records for income travaactions after gromt or subgrant support. B some coses grantees st report income
after the period of prant support. Where there {5 such a requirement, the refention period for s recovds
pertaining to the earning of the fncome stariz from the end of the grantee’s flzcal year n which the tncome s
sarned.

Caunge: OVE persomnel stated that in response to the prior year finding, they began to mmplemnent procedices to retain
copies of the daim docwrnentation at the OVE Central Office o ensive that the documnentation is refained and available
for audit purposes, as opposed to reneming the claim dosenentaton to the orginating OVE dicnict office after the claim
has been processed. Howewer, at the time the claime In question were prepared, these procedues were not vetin place.

Effect: Since there was no docwnentation to substantiate the proper deterrmination of the 35A claime for program
incare recorded for RSBS in violation of federal regulafions, and OVE provides little assurance that the 854 income
recelved by L&T in the RSES program for thece iterne wae correct and legally earned in the current year In addiffon,
without adequate procedures for propery decumenting the VE Claim Forne subenitted to S8A, there is little assirance
that futire clairne will be adequately supported. Finaly, the SEFA may aleo be misetated as a result.

Becommendativy: OVE should puosue appropriate settlement of the $18,025 in insupported program income with
558A and snswre it has adequate dosurmentation on file to support all program necome received from 584 in the corent
fizcal vear under audit. Also, OVER should implement procedures to enswe that all VE Provider Claim fornms and
supparting docunents which substantiate the proper determination of the claim. for reibursemnent are retained for the
time period required by the Federal povermonent.

Aoy Bespopse: The hnding states that VE could nat provide complete dosumentation supporting the VE Provider
Claim forns, o particular the OVE-208 Fonn required to support divect costs daimed. For the service time indicated,
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Finding 08 — 40: (continued)

OVE was weing a mainframe system which automatically generated an involee to be sent for payment  The imvolces are
based on Mainframe 45 sereens  Supporting doauwnentation can be provided frorn the IT area to generate the necessary
Mainfrane 45 screens which will docinnent the coste. The Mainframe 4% sereen syetern provided an autormated system
with checks and balances that fulfilled the audit doornentation requirernents.

Auditors' Condusion: Fegarding the Asency Besponse, the Mainfane 45 soreens are not sufficient docwmentation on
their own since they do not contaim evidence that the imvoiced services were actually rendered  In cornparison, the
DVE-208 Fomns cortain the sipnatires of the OVE Counselor and the vendor which indicate that the invoiced services
were perforned on behalf of the OVE client  Since no OVE-2E Famns were provided to show that the $16 025 costs
were inowred on behalf of the dients in question, the $16.025 coste claimed for refmbursement from S84 are =l
considered to be unsupported. The finding and recommendation remnain as stated. We will review any corrective achion
in the subsequent audit
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Finding 08 — 72:

CFDA #17.207, #17.801, #17.804 — Employment Services Cluster

CFDA #17.225 — TInem ployment Insurance

CFDA #17.245 — Trade Adjustment Assistance

CFDA #17.258, #17.259, and #17.260 — Workforce Investim ent Act Cluster

CFDA #34.126 — Rehabilitation Services — Vocational Eehabilitation Grants to States
CFDA #36.001 — Social Security — Disahility Insurance

Deficiencies in Information Technology Contolk at L &l

Condition: In connection with our audit of the L&D major program s for the year ended Tune 30, 2008, we petformed an
informeation technology (IT) getieral cottrdls review over the signficant applications identified for these maor
program g and noted the following deficiencies that need to be addressed by C omm orowealth management:

» CareerLink A total of 19 of 170 terminated veers were found in the Careerl ank system (uvsed for WA and TAA
atid teplaced by CWIE 1n September of 2007) whose access was nol removed timely  Also, appropriate
docwnented approwals for four of 25 new users selected were not obtained and documentation was not provided
Fusther, docuam entation provided for sic of the 23 new users wasfrom outside of the audit period.

»  Commonwealth Worlforce Develop ment System (CWDS) Changes were made directly to production data
without following the controlled change management process. Also, there are no formal monitoring procedures in
place sarrounding changes that were moved into production. Further, thers is a segregation of incompatible duties
igzue relative to user role lstings since at least one user has the ability to both develop and promote changes
Additi orally, appe opeiate dooumented approvals for at least four of the 25 new users selected were not obtained ad
ugers were found i CWDE whose access was not removed in a dmely fashion.  Also there is o formal
docwnented review to make sure user access iz authorized and appropriate. CWDE waz implemented in September
of 2007 and i utilined in the WA Cluster, TAA, and REBS programs.

* Unemployment Compensation (UC)-Four of 19 separated users tested still appeared on the active user listing,
indicating that accesswas not disabledideleted.

v VERSA-There is no formal docwmented process in place swrrownding the anthorization and testing of changes for
the VER3ZA application wsed for the DDE program. Changes are informally discussed among BDD Directors
through e-mal or verbal comtnpdcabion but no docwnentation i1s retained it testing and User Acceptance
Testitig (TATY 15 performed by OIT, however, no docum ented evidence is tetaned around the testing performed
Additionally, changes are teviewed informally and are tot conducted with any specific frequency and evidencs of
review 15 not retained. Also, indiwiduals with non-limited coman and line access are able to access lbraries in both
the test and production errritonm ents,

* Financial Management System (FMS)}Changes to FME (used for Wia and TAAY or its supporting infrastructre
ate niot made theoagh a formalized Change Management Process. The authorizatior testing, and approval of FILIE
chatiges ate communicated verbally or through e-moail and are not docwn ented. A formalized Change Management
Process has not been created due to the infrequent rate of FME changes and the lunited resompces assgned to FILVIS
Additionally, the production envitoranent i not momtored for wmeaathorized changes (application changes o
infrastracture]l  Due to the smoall mamber of chatges being made to FLIE, and the limited mamber of indviduals
itvwdlved with development and maintenance of FM3E, L& has not snplemented & moritoring procedure  Also
FME developers are also tesponsible for moving changes into the production environment, ndicating that a
segregation of incompatible duties does ot exist within the manage change enaromment. Further, there have been
no mimmum password length or complexity requitements established for FME passwords  Also, a periodic
appropriateness review of access rights assigned to active usersis not docwm ented and perform ed, and docwm erded
review s of database audit logs are not completed
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Finding 08 — 72: (continued)

Criteria: Good mternal corgrol dictates that sound general computer controls be established and functioning to best
ernsure that federal programs are admuustered in accordance with managem ent’ s itent.

Cause: Mlanagement has ot bieen able to improve its operations within the overall agency gereral computer controls
areqs to resolve the control deficiencies reported abowe  The moain cause relates to limited staffingfbudgets available to
the agencies Commonwealth management also believes thal, dthough strong general compter conirols are clearly
important in agency operations, there are additional matal internal controls in place elsewhete within these integrated
agency operaticns that serve to divectly mitigate the impact of the general cortrols deficiencies reported abore

Effect: The weak controls noted abowve could result in ivappropriate system access, onathovized changes and
noncomplianee with federal regulati ons

Becommendation: We recomunend that L& T management review and resolve the weabresses in [T controls noted
abowve to ensure that 1) only properly doowmented, authorized, and appropriate individuals are granted access to the
abovenoted systems on a regular basis, and 2 all changes are properly authonzed tested, documented, and momtored
by managem el

Agency Response: Inregard to the condiion irmrolving the Careerlink system, the CareerLink system has been fully
integrated into the CWDOE system  The form er CareerDink system was fully paper based authorization and contralled at
central office location The new CWDE system allows for decentralized system administration and tighter access
controls and role based application security design

The first statement nioting that CWDE chatiges are shoade directly 1n Production gves the reader an wcotrect impression
that no change control management process 1s followed o ansbtuted in the CWDS application system and the
Department takes 1ssue with that CWDE does have a controlled chaige management process, does proade for
segregation of testng and production level changes and does hiave momtornng of errors and system functionality It
should be noted that dunng ths audit period, the CWDE application system had just been lavnched 1in September of
2007 and was not fully integrated with all Workfores P attner Agencies wntil the end of Howvember 2007 This was the
culmination of ati aggressive complex 22-month design, developm ent, testing and tratning effort. Duning a roll out and
implementation of ary new fully integrated system with multiple user levels of access with an application system the
size and scope of the CWIDE systen, it would not be unexpected that unforeseen outages or circumstance would arise
that had not been seen or plarned for during system integration and testing. Some changes were not ahle to be replicated
in the lower test enviromuments due to the complexity of the technology and nabare of the errors that had ocoured
However, all of the changes were fully disoussed, authorized and gven management oversight and monitoring during
atiy of those instances. The L& CWDE project'm anagement took every precaution and due diligence i handling these
corrections, and disputes the broad statement as stated abiose

The Department recogtuzes that the ideal sitnation would be to hawve fully delegated and segregation of all IT dutiesin
development, testing ad admastration of system change yrocess. L& further recogmzes that it would be 1ded to
have multiple staff in key positions to allow for oversght and momtoring of any and all changes. L& CWDE project
moanagement teatm Hrther recognizes and has instituted a full change management and approval process for all CWDE
Froduction level changes. [t 18 noted that the L& iz constrained in the [T staffing levels necessary to have the full
segregation of every IT duty and process, howsver, mitigation strategies are in place tomindmize this. It is recogrized
that there may be zome key tanagemert staff thal do have both a development and production level access to the
application systemi.  The L&]1 does take due diligence in enswing fhose moanagement staff are aware of their
responsibilities and reviews and gains signatare agreement with the access rights and user agreements with suclh system
admindstrators.  The L& CWDE project managem ent team has developed, reviewed and slevated to the executive
management teatis at L &1 and DPW and the [T staff fully supports and moanage the CWDE project.

In regard to the inform ation for  documented approvals for wsers and also the statements indicating separated users still
appeared on the actve user listng mdicating access was not disabled or deleted, there was not enough time to concduact
the research necessary to determire the walidity ot background of these statements before prepanng this response The
Depattment will review thisto ascertain if further action is necessary.
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Finding 08 — 72: (continued}

In regard to the VERSA program; 1t was stated that there 15 no formal documented process 1n place surrounding the
authorization and testing of changes for the VERESA application used for the DDE program It was fPurther stated that
chatiges are wnformally discussed among BEDD Directors throngh e-mail of werbal commund cation but no docum entation
is retaitied. [l should be noted that all changes are appeoved by BDD management. The CIT staff now arclives
electronic copies of the e-meails that document suthorizationg of the program changes.

It was stated that unit testing and User Acceptance Testing (UAT) is performed by OIT, howewer, no doown ented
evidence is retained around the testing performed. Additionally, changes are reviewed informally and are not conducted
with any specific frequency and evidence of review is not retained We are in disagreemoent with this in that T ser
&cceptance Testing for moajor releagesis conducted by OIT staff and BDD program area staff using a test plan provided
by 554 specifically for the release OIT staff frequently adds steps to this test plan to cotcentrabe on areas of particular
concernn  Resolts are recorded wia ematl reporting to BDD management. This e-mail 15 also used to formally request
permission toumplement the release sn the production envirorment. Testing of bug fixes1s done on anasnesded bass
in response to when these fixes are recerved from VER3A  Depending on the nature of the fix, testing 15 performed by
OIT alote, of by OIT and the BDD program staff. When a bugisreported to VERSA by OIT staff, the specific steps
niegded to recreats the ervor are documtented and sent to VERZA wia e-mall  When the fiv is received, these same steps
are used to verify that the problem no longer ocowrs. The results of the testing are sent to BDD management via e-tail
along with a request for formal approval to implement the fix (o the production ersrirorm ent,.  Testing procedres are
well established and consistertly followed bub up to now, not well-docwmented  Likewise, testing results were
informally recorded and teported.  The ariginal testing materials and testing results were also retained informally
However, OIT has recently implemented more formal e-mails and document tetertion strategies to ensure a mote
thorough awdit trail of the process

Loastly, it was stated that mdrvidoal s with notelimated command line access are able to access librartes w both the test
and product envvrorunent. Cndy limated OIT staff authonzed by BDD have fhus abadity,

Regarding the Financial Management System and the information: cited, it should be noted that the Department
acknowledges the cutrent FLS system 1s outdated and slated for termimation in July 2010 The developm erd of
additional controls changes and enhancemerits were delayed and held to avoid aty duplication of costs ineurred since
the system was always platmed to be integrated as part of the CWD3E application. Again, the Department recogrizes that
it would be ideal to separate all duties in an application 1ife cycle to segegated staff and roles, however the current
staffing situation does not allow for this  Any erring on the side of good responsible customer service and application
system avalability, the Depattment’ s OIT management team provides oversight on aty and all Production changes. The
Depattment acknowledges that there are kKey tnanagement staff having development, testing and producticn levwel
admitustration access  Itis additionally noted that the teo staff having these access rights are Matiagement OIT staff
who are held duly accountable and who must acknowledge then roles and responabilities with Department T ser and
System Admgstrator agresments and review and sign those docowm ents yeatly.

Auditors’ Conclusion: FRegarding the Careerlink system, we agree with L&D that CareerLink was replaced with
CWDE in September 2007 Hovwevrer, the Careerlink system remained active for three months into the audit period, and
therefore the deficiendes citedin the condition would still be relevant for the period under andit

Fegarding the CWDE and changes made divectly to producton data, we agree with L& that a change management
process was established for CWDE, We walked through and documented the established change m anagement process
with CWDE tepresentatives (approvals, documenting and tracking of changes through use of IBM Rational Clearuest,
testing it Mlercury Cluality Center test system, stc). However, in our dscussions with CWDHE personnel it wras
cotnimwucated, as indicated i the finding that changes were mads {o production data (e, g combing records), without
following the controlled change management process ineluding dooumientation of the changes in the appropriate
ayateimn &

Regarding the documerted approval for granting access to CWDE, we noted during our testing that at least theee users
were acknowledged by local offics staff to have been grarted access to CWDE withma the completion of the appr opriate
fotms.
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Finding 08 — 72: (continued)

Regarding the removal of termunated users from CWDE, we noted during our testing that separated users still were
active 1 the system  Fer discussion with the Infommation Technology Generalist Admirastrator 1, 1t was acknowledged
that the mecharmiam to spnchromze users between Active Directory and CWDE, which would retnove old usets was not
wotking adeduately:

Regarding the domumentation of YERZA changes (authorization, testing approvald), we agree Wwith the frocess
described and improvements to be implemented by L&l However, hased on owr testing, emails containing the
docum ertation wete not being retained during our audit period

Regarding individuals with norlmated (oomimatid Une) access to VERI A a review of the User Profile Report showed
that the majority of achve accounts (accoud 15 enabled password 1s not set to none, and watial menn 18 not set to
*SIGHMOFF) have non-limited access (limited capability = *YEZ  Swmee no formal change moonitormg has been
established, and the uformal remew 12 conducted by personnel with commoand hne access, there 12 still & nsk that
unavthorized changes may be made,

Regarding the lack of controls around the Financial Manazement System, we understand that the system has been slated
for decommission in July 2010, Howewver, the only measwres in place are agreements signed off by the users and
administrators and there are nio form al monitoring processes in place, either of changes made ot user activity logs.

Based on the above, the finding and recomm endation, with the above clarifications, remain ag previoudy stated. We
will reviewr any corrective action in the subsequent audit.
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Finding 08 — 73:

CFDA #10.555 — National School Lunch Program for Children

CEDA #10.561 — State Administrative Matching Grants for Food Stamps Program

CEDA #17.260 — Workforce Investment Act Dislocated Workers

CFDA #20.205 - Highway Planning and Construction

CFEDA #23.003 — Appalachian Development Highway System

CFDA #66.458 — Capitalization Grants for State Revolving Funds

CFDA #84.010 — Title I Grants to Local Educational Agencies

CEDA #84.126 — Rehabilitation Services — Vocational Rehabilitation Grants to States

CEDA #84.367 — Improving Teacher Quality State Grants

CFDA #93.558 — Temporary Assistance for Needy Families

CFDA #93.563 — Child Support Enforcement

CEFDA #23.568 — Low-Income Home Energy Assistance

CFEDA #93.575 — Child Care and Development Block Grant

CFDA #93.596 — Child Care Mandatory and Matching Funds of the Child Care and
Development Fund

CFDA #93.658 — Foster Care — Title IV-E

CFDA #93.659 — Adoption Assistance

CFEDA #93.667 — Social Services Block Grant

CFEDA #93.767 — State Children’s Insurance Program

CFDA #93.778 — Medical Assistance Program

CFDA #93.959 — Block Grants for Prevention and Treatment of Substance Abuse

CFDA #96.001 — Social Security — Disability Insurance

¥eaknesses m Cash Manapement System Cause Noncompliance with CMIA and at Least a 35.6 Million Known
Understatement of the CHIA Interest Liability (A Similar Condition %W as Noted in Frior Year Finding #07-75)

Condition: The Commonvwealth of Pernevlvama has entered into an agreerment with the 0.5, Treasury Department in
order to comply with the provisions of the Cach Managernent Improvernent Act of 1920 (CRIA} In order to fulfill the
requirernente contaned in the Treasury-State Agreement, the Corrnonweealth has desveloped policies and procedures
contained in Comptroller Operations Directive #540.1 and has developed the CMIA Diawdown Systern (CD8) which
caloulates and provides recommended drawdown amounts for most federal programs wing the Average Daily Clearance
(AT method.

Faor the ffteenth sear in a row, since the initial implemnentation of the CHMIA in the Commnonwealth diing SFYE
June 30, 1994 the following control weakmesses reinain ureresolved:

Check clearance sfudies to detemine the ADC for applicable Federal programe, the last of which was perfonmed
untirnely about 10 years dgo duomg the perod of February [, 1999 through May 31, 1999, included the following
deficlencies:

¢ The Commonwealth did not reconcile expenditioe totals from the check clearance study to iz zeneral ledger to
enswre the acouracy and completeness of data used in the ADC smdy. Further, as noted in our Single Andite since
SFYE June 30, 19M, each Voucher Tranemittal (VT can only be caphred in the stidy under one appropriation,
regardless of how many approprations are present on the VT Since some appropriations are weed for more than
one program, but are assigned to only one program for the ADC study, some programs had significantly less or
significantly more expenditoes m the study than were actually incorred.
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Finding 08 — 73: (continued)

* The posting dates used for the clearance studies did not always agree to the actnal general ledger posting dates. Az a
result, this matenal wealmess regarding incorect posang dates from the study cansed matenal noncompliance with
ChIA during SFYE Tme 30, 2008 since the Commonwealth 1z sfill using ADC pattems established from the
Febtruary 1, 1999 through May 31, 1999 clearance study

v A disproportionate amount of payroll cost was included in the clearance stadies for CFDA #20.205 Highweay
Plarning and Conetruction (HPC)  %We believe this ocowred due to the fact that appropriations other than HPC
related appropriations were ncluded on the payroll ¥V Ts which were ueed in the HPC studies.

Further, starting on Julsy 1, 2002, the Commoneealth began decommissioning ite legacy accounting systern with a
phased implementation of an Enterprise Besowce Planning (ERP) software known as 8AP that impacted all
Comrmorrwealth business funetions, meluding the fming of the payiment process. Howewver, the Conmonweealth has et
to perfonn a new check clearance study for SAP to enswre the acouracy of the delay of drawe for federal prograres, all of
which are now using SAF

Excpes cash on hand results fom the rejection of payment mvoices by the PA Department of Treasury 1f fimely
adjustnents are not made (a5 indicated m the first four bullets below ) and interest due to the federal government for such
traneactions 1 not recorded by CDS. While the Comrmorresalth has improved e systern by modifiing CDS o record
adjustmnents immediately and not subject them to & draw delay, not posting adjustrnents to the Comrmonweealth
accounting system on a tirmely basis (L., fom Treasury rejections) results in unrecognized interest Habilities.

Owr testing of monthly daws for Food Stampe Admin (CFDA #10.561) program coste dlocated through DPW e
department-wide Caost Allocation Plan (CAP) disclosed that PHHS Comptroller Office did not draw these federal funde
in accordance with the Ch1A Treaswy-State Agreemnent The Treasinry State Agresment requires monthly draws for
DPW CAP coste to be made at the beginnimg of each month to fund activity of the prior month and shall be an estimate
baszed on the actual alocation of coste for the preceding six monthe and reconeiled monthly. Howeser, DFW s monthly
draws for it CAP costs were routinely based wpon actual DPW CAP costs for the previous month and were made
approximmately 20 to 30 days aftermonth end. This draw procedure wolated the Treasury-State Agreement

Within the REES program, CFDA #84.126, we noled that the TECS Comptroller Office posted three expenditee
adjustments during Septernber 2007 totaling $10.4 million, to transfer federal expenditires to the state ledger The
transfers were made to inoease underhimded state expenditues to the required state match percentage for the RSES
grant that was closing out on September 30th.  The result of these transfers was an excess federal cash balance in
violaton of the CMIA State-Treasiny Agreement, since the funds had albeady been drawn down and deposited as federal
for the expenditures fransferred. Further testing revealed that as of line 30, 2008, ornine monthe later, the required state
mateh for the two open ESBS grants was still underfunded by approxmately $9.3 million, so the scess federal cash
rernained on hand.  Although this ie a violabon of CWIA, the CDS systemn does not record a state interest liability in
sitnations where state matching funde are not being bmelsy posted and excess federal cash 15 drawn down eardsy to
ternporarily fund program state match. As a result, Ch{DA mterest 1s owed on this excees BESES federal cash for SFYE
Jume 30, 2008 to be remitted during SFYE June 30, 2009

Alzo, the interest lability on the CHIOA Armmual Beport for SFYE Tune 30, 2007 which was submitted to the [T
Treasury dining our crvent audit period SFYE Tune 30, 2008, was misstated by & minirmwn of $5,621, 120 as follows:

* We noted that invoice #ER1P01529620 selected for testing dwing SFYE Tume 30, 2007 posted $21,694 007 of
pavienis to 4 subgrantes oo SAFP. As a result, federal funde were received under the TANF program, CFDA
#0903 358, on Tume 27, 2006; however, the PA Treasury Departiment rejected the invoice and the fimds were not
retirned to HHS until Augnet 21, 2006, Since the Comrmomeealth did not pay any interest to the federal sovermonent
for the perod that these excess funds were oo hand for 55 days, the Commonoweath’s interest lability was
understated by $162 570
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*»  Wenoted that DPW reposted imvoice # ER1901 52960 as imrwice ¥R 1901764056 for $21 694 0407 of payments to a
subprantes on 3AP  As 3 resilt, federal finds were received umnde the TANF program, CFDA #9355E on
March 15, 2007 howewver, the PA Treasury Departnent once again rwjected the invoice and the funds were not
retiened to HHS until April 30, 2007, Since the Cormnonweealth did not pay any interest to the federal povermoment
for the penod that these excess fimds were on hand for 46 days, the Commonwealth’s nterest lHability was
understated by $137 314

»  We noted that invoice #ER1201529857 selected for testing during SFYE June 30, 2007 posted $10.094 562 of
payvments to a subgrantee on 3AFP. As a result, federal himds were recelved wnde the TANF program, CFDA
#3558, oo July 12, 2006; however, the PA Treasury Department rejected the imvoice and the fimde were oot
retirned to HHS until Anpust 14, 2006 Since the Commaorrecealth only paid interest to the federal govemmment for
14 days that these excess funds were oo hand as opposed to the 33 days the cash was actually oo hand, the
Cormmaonwedth's interest liability was understated by $31 947

*  We noted that inveice #ER1901715472 selected for testing dwing 8FYE Tme 30, 2006 posted $10,897 448 of
payvmnents to a2 subgrantee on SAP Az a result, federal funds were received wnde the TANF program, CFDA
#93.558, on Jarmary 16, 2007, howewver, the PA Treasury Departmment rejected the invoice and the imds were not
retirmed to HHS until March &, 2007, Since the Cormnonweealth did not pay any intervest to the federal govermrnent
for the period that these excess finde were on hand for 51 daye, the Commonrwealth’s nterest lability was
understated by §$76.474.

v Witin the Medica Accistance program, DPW s PROMISe systemn processes a file of medical clanns on a weekly
bazsie Included within these claime are expendities made by school districts for school-baced medical services.
For all school based medical expenditures DPW subrmits a check o PDE, who adrmimsters the school-based medical
program. PDE then in furn mwimburses the school districts for the medical =ervices provided Cnce DWW pays the
money to PDE, the funds are subsequently drawn from the federal govermment. However, owr review of the account
uzed by PDE to reimburse the school districte disclosed that PDE 1s not reimbursing the school distict in a imely
manner as this account had a balamee of $106,917,750 at hune 30, 2007, with 4 cary-forward balance from the prior
fizcal vear of $96,662 550, Our review of the CDE-301 Report disclosed that the Commonwealth did not pay any
interest on the balance maintained within this account, even though it represents federal hinds drawmn down in excess
of amounts paid to school distiete. Ae a result, assrning the average badance in the account was approxmately
$101.79 million during the June 30, 2007 fizcal vear, the state's interest liability was understated by an estimated
$5.110,000 for the Medical Assistance program, CFDA#93 778 We aleo found that the excess cash 1n thie accoint
was $11808 milion as of June 30, 2008, g0 additional CMIA interest is owed for SFYE Tune 30, 2008 to be
revnitted dunng SFYE Tune 30, 2009

v Within the Food Stamps Adrin program (CFDA #10.5681), we noted that the LECS Comptroller Qffice posted
docnent #EATEDI0S1EE] to SAP on Apnl 2, 2007 to transfer $2,332,745 of federal Food Stamp expendihres to
TAMF MOE ae a result of a prior year closeout of subprantes contacts forthe S8FY E June 30, 2006 The lunde wes
subsequently whumed to the federal povermmment oo May 16, 2007 Since these finde related o the SFY that ended
on hune 30, 2006, the Cormmonrwealth owes CHIA interest on these funds from at least July 1, 2006 to May 16,
2007, or 320 days. However, we noted that the Commonweealth did not pay any mterest to the federal sovermoment
for the period that these fimds were oo hand. Therefore, the Commoneealth’s interest liability was tnderstated b
$102,715 for the period in question.

Criteria: 3] CFR 20520 provides the following regarding clearance patterms:

States use clegrance patterns to project when funds are pald owt, ghven a fnown dolle wnownt od o fmown date of
disbuwrzement. A State must snaure tat clearance patternz meet the following swndards:

@ A clewrance pattern nuat be auditable.
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b, A clearance pattern must sccurately represent the flow of Federal funds under the Federod aasiziancs programa o
which if is applied

¢ A clearance patiern musi inchude seasonal or other periodic variations in clearance activity.
Aleo 31 CFR X5 22 (3) oo the acowracy of clearance pattems states:

If @ State has fmowledpe, af any time, that 2 clearence patiern no longer reflects w Federal assistance program s wctual
clearance activity, or if @ Federal assistance program undergoss operational changes that may affect clearance acthiiy,
the State muat notify ws, develop a new clearance patiern. and certify that the new pattern corresponds o the Federal
azsistance program’s clearwice activity

The Commonwealth's CWIA Asreernent with the U8 Treasury Departrnent Section 6.2.4 related to the monthly draws
unde Cost Allocation Plans states:

Monthly Draws

The State sfiall request funds of fie beginning of each month fo fund the acthity of the prior month. The amount of the
request for @ ghien menth s acihvity shall be an estimate based on the sctual allocation of costs for the preceding aix
months and shall be reconciled monthly. This funding technique iz interest nevival

3] CFE 205 14(ay(2), pertaitang to federal mterest l1abilities, states:

(20 If & State pays out itz own funds for Federal assistance program purposes withowt obligational authority, the
Faderal Program Agency will incwr an interest Hability if obligational suthority subseguently iz established
However, if the ladk of obligationsl authority subsequerily iz sstablivhed  However, if the lack of obligational
authority is the reswlt of the fatfurs of the State to comply with a Federal Program dgency requirement sstabiished
by statute, regulaiion or agreement inferest Hability may be denied A Federal inferest fabifity will sccrue from
the doy o State pays ouf ifs own finds for Fodersl assisiance progrom purposes o the doy Federal funds are
credited to a Siate bank accownt.

31 CFE 205.15 states the followang pertaining fo siate interest liabilities:

(ar Jenerad rule State nferest Babliity may acorie if Federal funds e received by o State prior to the day the Siate
pays out the funds for Federal asslstonce progrem purposes. State inferest dability scorues fprom the day Fedoral
funds are credited to o State aocount to the day the State pays owt the Federal funds for Feder ol assistance program
Purposes.

(b Refunds. (1 A State incurs inferest Hability on refunds of Federal funds from the day %ie refund s oredited to o
State aecount fo the day the refund v elther paid out for Federnl assistance progrom purposes or credited fo the
Feaderal government.

(dl Mandatory matching of Federal funds. In programs utilizing mandatory matching of Faderal funds with State
funds, o State must not arbifrarily asdgn s earliest costs fo the Federal government 4 State incwrs inferest
Habilities if it draws Federal finds in advance andior in éxcess of the required proportion of agreed upon levels of
State contributions in programs utilizing mandatory matching of Fader ol funds with Steie funds.

31 CFE 205.29(d) states the following regarding compliance and oversight:
(di If @ State repeatedly or deltherately falls 1o request funds in sccordance with the procedures established for ifs

funding technigues, az sef forth in S205 11, F205 12, or o Treane - State agreenent we may deny the Siate payment
or credit for the requifing Faderal interest Hability, notwithstanding vy other provision of this part
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Further, 31 CFR X015 26(a) related to the Anmmal Eeport sfates:

{ab A State must submit fo us an Anaual Report sccownting for State and Federal interest Habilities of the Séate s most
recentiy completed flscal year. Adfustments fo the Annual Report must be fimited io the two State flical years prior
to the State flscal yeswr covered by the report The suthorized State official must certify the sccuracy of & State’s
Armmuad Report A signed origingd of the Annusl Report must be recetved by Deconber 31 of the year in which fhe
State's fooal yeor ends.  We will provide coples of Annual Reporis to Federal agencies. We will prescribe the
Jormat of the Annual Report, and may prescribe the format of the Anmeal Repori and may prescribe that the Annual
Repori be submitied by slectronic means.

The Commonwealth's ChLA Agreement with the U8, Treasuny Departrment Section 6.1.6 sfates:

Hith several programs subject to the Aot the primary State agency administering a program will subgrant portions of
the program to secondary stafe agencles. As costs in support of the program are incurred, the secondary agency
charges the primary agency, which in turn draws down Federal funds.

In &l such cases, the secondary agency shall harge the primary agency ne eqarlier than Hie dyy transactions pogt fo the
gecounts of the secondary) agency  The procedures governing the request for funds from the primary agency, ad the
payment of such requests, shall be i accordmice with the agreement betwesn the primain and secondary agencies.

Cause: Reparding the acouracy and completeness of the data used in the ADC studies, BEFM persorne] stated that the
current systern in place to caleulate the ADC can only sort espenditires by appropriation. Therefore, each woucher
tranernittal could only be included in a stdy under one appropriaton, mwgardless of how many appropriations are
mncluded on the woucher.  Since some appropriatione are used for more than one program. nthese mstances. the
appropnation must be assigned to one program for ADC purposes.

Far the differences noted between the actual posting dates and the posting dates weed I prior ADC studies, we fomd
that the date used for the ADC study was the date on which magnetic tapes were forwarded to Treasry for payment, not
the date the expenditres were actudly posted to Comrnonwealth's accounting systern which is used by CD8 Asin
prior years, the Canmonwealth had no controls in place to make sure the corect posting dates were included on these
magnetic tapes and incorporated into ched clearance studies.

Eeparding the iszue of payrents rejected by PA Treasury causing urrecognized interest liabilities, BFM personnel have
indicated that fhis iesue isnot sigrnificant  Also, PA Treasury rejecting payrnents is outside the control of BFR and is an
inherert lirmitatton within the CDS system because the draw delav is based on general ledger postings and not check
igsuance. Therefore, when PA Treasury rejects paying an involce, excess cash can result wnder the current systemn. While
EFM has contitmed to state that momber of involces rejected by the State Treasiry 1e ruinimal, no proofof this aseeton
has ever been provided

For other items addressed in the condition relating to errors and wealmesses o the ChIA inferest calculadon,
Cormmonrweealth personnel indicated they either did not agree that the transactions created an interest lability or the
transactions arose outside of CDS and were not considered when preparing the Armual Eeport of ChIA inferest
liabilities.

Effect: As a result of the weaknesses noted, the Comrmonwealth 1 not o complianee with the CWOA regulations and
procedures for clearance pattern requirernents and for the interest calculation in the CMIA Annual Feport as stated in 31
CFE 205,

The state and federal interest Liability armnounts reported on the CHILA Anmuaal Report for SFYE June 30, 2007 are not
acourate. Cur testing disdosed a minimum estimate of $5,621,1 20 In inderstatements in the state interest liability to the
federal govemment.
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Eecause of the overall pervasiveness of the check clearance discrepancies imvolving untimeliness, new ERP syvetem,
incarrect populations and postng dates, efc., we cannot deterrnine the overall tmpact of these weaknesses oo major
program check dearance patterns

Algo, vanous transactions that create interest liabilities, such as adjustnent transactions, cancelled payments, ete. are not
recognized by CDS as interest-generating transactions. Sinee manmal adjustments are not made to compeneate for this
syetern wedkness, the Cormnonwealth’s ChLA interect calewlation s firther inderstated By an undetermined armount:

Recommendation: ‘We recornmend that BFM pursue appropriate settlement wath the federal povemoment regarding the
$5.6 million in additional interest owed to the U8, Treasury.

For funwe andit penods. we recomrmend BFM persommel mmplement a systemn to ensure that the clearance patterns
dewveloped and ulilized on CD8 acowrately represent the flow of federal funds as required by 31 CFR 20520,

In addition, BFM personnel should determine the addinonal amomnt of June 30, 2008 ChilA mterest due to the federal
govaTenent as a result of all of the above noted disarepancies for ChAIA -covered progrars, and report and rernit this
additional interest liability to the U.S. Treazay

Also, we recommend that BFM modify the CDS systern or have Conptroller personnel review possible interest
penErating transactions ocowmng outside of CDY8 eo that all ransachons that penerate CMIA interest are accurately
included in the CIA interest caloulation

Further, we recommmend that BFM caleulate any pnor-vear additional June 30, 2007 ChIA interest due to the T 5
Treasury as a result of the systern weaknesses dizclosed above and repay the amount caleulated or pursue additional
settlemnent with 118, Treasuy

Alzo, we reconmend BFM pursue amending the Commomreealth’s CWIA Agreement to reflect the curent actual
maonthly diawes methodology used by PHHS Comptroller for DPYW CAP costs.

Apency Response:

Check Clearance Studsy:

Eegarding the anditors’ statement that “a disproportonate amount of payroll cost was included 1n the clearance studies
for CFDA #20.205. )7 the Commonwealth histoncally selected appropriations that contained payments o CFDA Mo
20205 The new check clearance study has been completed which identifies all VTz and payments for CFDA Mo
20205 A =eparate check clearance patterm 1= not mwequired for payroll; the check clearance study 1= based on all
expenditures for a program. For this reason, it 15 appropriate that we continue to melude payroll costs in owr stady

The staternent that “the Cormmnorseeealth has vet to perform a new check clearance study” is inaccurate, as one was
completed diring thie audit period.  As stated in owr responee to the prior year inding, a new check clearance study has
been completed wiuchidentifies all Vs and SAP payments for a specific CFDA, This study was completed in Tune of
2008 and was implemented in Ty Tios, the results of the new check clearance study are in effect for the
Commonwedth's 2008-09 fizcal vear Ac stated presdously, we believe that this new study will alleviate the concerns
identified in the finding.

Maonthly Draws

Ag a result of discussione wath the anditors about the drawe process for the Food Stamps Admin (CFDA #10.561)
program, the Treaswry-State Agreement should be changed to reflect the use of 2 12 month penod in regard to the
request for ftnds rather than a 6 month period. This change will beincluded inthe 2009- 10 Apreement.
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ESES Program

The EA docurnente in gquestion were proceseed to Increase state match obligatons and expenditires to the requred
mmatch caleulated for the final award amonnt, including reallotted finds, by the end of the initial vear of the grant This
action was taken in accordance with the US Department of Education, Eehabilitation Services Adminstration's Policy
Directive E8A-PD-01-01 dated Ootober 26, 2000 The directive states “Bection 19 of the Fehabilitation Act (the Act),
as amended, permits inobligated formula grant funds appropriated for one Federal fiscal year to be carded dver for
abligation by the end of the nest Federal fiscal year provided that any applicable matching equirement for the carryrower
funds has been met in the year of appropration ™

The auditors referto two ESES grants m ther finding:

The first grant is for the two-year pertod of Cotober 1 2006 to Septernber 30, 2008, RSA policy requires that the
state match for thus grant be achieved by September 30, 2007 As noted i the finding, thie was achieved by
transfemng $10.4 million from the federal share to the state share dining September 2007  Because the Federal 35
drawr systemm and Penmeylvania's Treasury Deparbnent cannot accormmodate a negative total dmaw, the
Cormmmonwealth had no choice but fo reect the negative draws n CDE unti] sufficient expenditures were posted to
ofifzet the nepative anounte. The federal funds were retinmed to ESA through this offeet process by Oetober 31,
2007

The second prant 1s for thie two-year period of October 1, 2007 to September 30, 2009, The state match for this
grant must be achieved by Septernber 30, 2008 The auditors indicate that this match was not met by June 20, 2008

This iz irrelevant since the state match need not be met untl Septernber 20, 2009 Thue, the anditors’ comrment that
the state match was inderfimded by $9.3 million at June 30, 2008 should be rernoved from the fimding

TANF Program

The onginal involce was wjeced by Treasury over concerms with the backup docwrnentation containing potential
duplicate iterns  Funds for the original expenditive were diawn and refumed as stated. Since there was no checl
izsued, the Cormmonrwealth agrees that there was cash on hand and that the Commeonwealth's mterest llability was
imderstated. The Commonwealth will adjust the nesct Child Annual Report o pay the interest liakility of $162, 670
to the U5 Treasursy

The oripinal invoice was mejected by Treaswry over concerme with the backup decwrnentation containing potential
duplicate itetns  Funds for the original expenditive were dawn and refumed as stated.  Since there was no check
iesued, the Cormmonwealth agrees that there was cash on hand and that the Comrmonwealth’s interest liability was
understated. The Commonwealth will adjust the nexct Child Annual Feport o pay the interest ability of $137,314
to the 178 Treasury

The ariginal imvolce was actually part of a group of five Inwvolces wjected by Treasury due to Treasury's inability to
redine individual invoices that had been bank assigned and wrapped together. Finde for the orgindl expenditoe
were drawn and rehuned ac stated.  Since there was no check 1ssued, the Commonweealth agrees that there was cash
on hand and that the Commonwealth's interest Hability was inderstated. The Cormnonwealth will adiust the next
1A Annual Beport o pay the nterest lability of $31,947 to the US Treasuy,

The onpinal invoice was wjected by Treasury over concerns with the backup docwrnentaton contaiming potential
duplicate itetnz  Funds for the oiginal expendihve were drawn and refumed ae stated.  Since there was no check
iesupd, the Cormmorreealth agrees that there wae cash on hand and that the Comrnorraealth’s nterest liability was
understated.  The Commonwealth will adjust the next CWIA Anmal Report to pay the interest lability of $76,474
to the T8 Treasury
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The Cormmonwealth intends to resolve these 1ssues by a change in procedures, paficularly in regard to notifications of
redlined 1imvoces. Discussions will be held with all of the affected parfies to fomnulate a method o prevent such

ocowrencesin the hre.

Medical Assistance Program

In IS8, Congress enacted the Madicore Catastrophic Coverage doi (PL 003608, This law provides that foderal
Medicaid funds musi be ovailable to reimbwse apendifures for health-relafed services tcluded B sach child's
individualized education program (TEP), individualized service plan (ISP}, oF individuglized family service plan (IFSP}
for all children who are also Medicald eligibia

The Penneylvania Department of Educaton (PDE) developed the ACCESS Program In response to this legislanon
ACCESSE 1s a means for ganing medical assistance (MA) mimbuarsernents for the cost of the health-related services
currently bang provided fo MA eligible students.  Billable services include speech therapy, ocoupational therapy,
plovsical therapy, psycholopical seices, ete.  Local educafion ageneies (LEAs) must erroll as medical assistance
providers in order to subrnit their invoices to A for the billable services they are providing to the eligible students.

Bazed on the claime submitted for valid MA ehgible espenditires inoorred by the LEA s, DPW pays PDE on behalf of
the LEA: and draws down the funds in accordance with the Treasury State Apreement and MMA program gudelines. The
funds received from MA are reported as expenditures on the Single Auditand are maimtained in TEA specific accounts
managed by PDE and may accurnulate owver several state ficcal wears. FEach LEA conbrole ite own draw downe of
reirnbursernents through the filing of ACCESS Requests with PDE. ACCESS funde must be used by LEAs o enhance
or expand special education services and programe for studenite with disabihties.

As in prior years, the Commonwealth again maintaine that the medical acoess Tnds were drawn for program puorposes In
accordance with the Treasury State Agreement. The funds were drawn based on approved expenditires, and each TEA
requested thelr lunds at thelr disoretion. Therefore, the Commonseealth continues to disagree that ChWIA interest 15 due.

I a letter from the US Departrment of Health & Human Services dated MNovernber 7, 2008, a statue of thic issue was
reguested  The Commonwealth reiterated ow position that no ChIlA interest was due in regard to thiz matter Ina
followe-wp telephone call, we swplained the process noted above DHHS indicated that they may call ue for further
dizguesion, but to date no such gall has been receEved from themn.

Food Stanpe Admin Progmam

A part of the closeout process for the Joint Jobe Initative program the Local Workforce Investrnent Area [LWIA) fiscal
agentz send requests to e Comptrolle’s Ohce to transfer their WIA FMS draws to align them with their actual
expendifures as reported in FRIS. FMS daws and diaw fransfers crosswalk to SAP as expendihwes.  Since FME
expendifures and draws are in agreement after all the TWIAs' closeouts are complete, expemditnres are then conect
based on participant data and are recorded as such n S3AP  The final draw fransfer was not posted until Septernber 29,
2006

Final expenditue figures for the 0506 program vear were sent to DPW s Office of Income Mamtenance and Office of
the Budget on Decernber 28, 2006 for their review and preparation of the final closemt fipuree. Those numbers were
ernailed to the Comptroller’s Office on February 26, 2007, but all parties were not in agreement on the final dstribution
of the espenditires until Apedl 2, 2007, the date the EA was processed.

We recogrize that some CMIA interest may be due n relation to the date the funds were whomed to the federal
governrnent; however, the amount noted in the iinding iz incorrect. because the entre amownt of the BA was not on hand
at Tuly 1, 2006, The federal funds were drawn overa penod a time which included dates after July 1.
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Aunditors’ Conelusion: Based on owr reviews of the Office of the Budget's response, we note that the Cormrnonseeealth
did not implement the esulte of thelr nevwe check clearance study il after owr qurent audit penod ended June 30, 2008,
or mine years since the last study was perfomned i 1999 For the cwrent audit year, owr finding remains and
imnplernentation of the new study will be tested in our subsequent audit.

Eegarding the RSES program, federal regulation 31 CFE 205.15(d), which applies to cach management of all Federal
programe, cleay states:

Mendatory matching of Federal funds.  In programs utifizing mandatory matching of Federadl funds with Siate
Junds, & State must not arbitrarily assign s earllest costs fo the Federal government A State Incurs nferest
FHabifities If it draws Federal funds in advenice andior in excess of the reguired proportion of agresd upon levelz of
State contributions tn programs uiiizing mandatory matching of Faderol funds with State funds.

Since L& was not propedsy matchung RSES funds at the time of the dravwdownes the Cormmonwealth owes Intereet to the
Federal Govermrnent until the match is adequately funded by the Cormmonreealth. The agency resporee fails to address
this cash management regulation.

Eegarding the excess Mredicaid cash on hand at PDE, no new relevant information was provided in the agency response
and, as in prior vears, we do not agree that no CWILA interest ie due. The federal funds ere drawn by the state in
adwvance of the payrnents made to TEAs; therefore, we believe CWIA interest should be paid unil the federal funds are
distirsed to the TEA. The Cormmonwealth should resolve this issue with TS Treasiny,

Eegarding the Food Stamps Adrmn, since we could not deterrnine the actual date the excess cash arcee related to the
SFYE Tune 3], 2006, and no additional docwnentation was provided to support how long the excess Food Stamps inds
were on hand, we confinue to believe that inferest could be due, at a minrmen from July 1, 2007, and the Office of the
Eudget should perform a rewnew to deferrnine if any additional interest 1= actually due the Fed

Eased on the agency response, snce 0o new o additional informaton or documentation was provided, our finding and
recornmmendationg, with the abowve clan fications, remain as previously stated. We will review any corrective action in the
subsequent audit.



Attachment B
Page 1 of 17

Finding 08 —2:

Office of the Budget
Office of Administration

Lack of Docwmentation to Support Contracting and Procurement (A Similar Cond ifion Was Noted in Prior Year
Find ing #07-11)

Condition: Curing prior audit pertods, the ©ommonwealth awarded moamerous statewide technology contracts to
moderruze and wgrade the Commomr ealth’ s information systemn s technology, to outsoutce agency data center com puter
operatiofs, atd to congolidate the acogusition of telecommunications services. The contracts awarded for these types of
technology servicesinrolve all major agenciesin the Comm otweealth Tn our prior-sear audits for the fiscal years endsd
June 30, 2000 to Jute 30, 2007, ifor eight fiscal ywearsin a row’), we teported that managem ent refiased o provide us with
key procuretnent documentation to enable us to audit the awarding of these contracts and to werify compliance with
Commotwealth procurement regudations  We also disclosed weaknesses it the O ommmonwealth’s internal controls over
documentation supporting procurement of these contracts in those prior vears. [t should be noted that these prior-year
findings also included contract awards, other than for statewide technology, which involved specific agencies and funds.

Oy oarrerit ywear follow up for the fiseal year ended June 30, 2008, discloged that, as ui the prior years, managetment
contirnes its policy of refusng to provide us with key proowrement docwmentation to enable us to audit the awarding of
cottracts to werify compliance with Comutonwealth procurem ent regulations. Documentation again not provided to us
for the abowe contract awards consisted of the following:

» Lisgt of proposal evaluation conmittes membets
v Copesof losing vendor proposals,
»  Detailed scorimg sheets used by evaluation committes members for each proposal submitted for teview

v Summoary documentation to audit the owverall scoring and selection process including marmmosn  poind walues
assigned to each mgor evaluation criterion and the evaluation committee members recomm endations for vendor
selection

*  Documentation to support that the evaluation committee werified that prospective wendot’s cost proposals were
reasonable.

»  Documentation required for evaluating the patticipation of Sodally and Econmmically Restricted Businesses
(BERB) for sach of the submitted proposals.

Crterda: The Commonwealth established procurement policy atid procedures i the “Field Procirement Hatdbook™
MI2155 as Amended) Commonwealth agencies are requred to adbete to this handbook when awarding contracts
Part IT1, Chapter 7 of the handbook details a step-bor-step process that must be followed when a contract 15 to be awarded
wia 4 “Reguest for Froposal” Good anternal controls require management to mamtan safficient docum entation to
demonstrate that proper purchasing procedures are teasonably followed and contracts ave properly awarded Fegarding
procurement diuties, specific sections of Chapter 7 state:

Evaluation Commiffes 24 Ferforms final feclmical aid cost evaluations giter discussions have Been complefed (1.e.,
soote sheets)

Cause: NManagem ent maintaing that the identity of evaluation committee members, conunittee scoring sheets, SERB
patticipation losing proposals and other documents listed above are consdered confidential information that we are not
entitled to review. Dhlanagement also maintans that these documents are not within the scope of & fnancial statem ent
andit
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In prior audits, mansgement has referred to an Cotober 2003 “agreement™ wath the Department of the Auditor General,
which matagement claims resolved this 1esue  Thus “agreement” was part of & separate prior audit engagement with
audit objectives and teporting requirements that were different than ow audit of the Comm oowrealth’™s BEFS
Managemenl clame that this “agreement” resolves the issues to enable us to verify compliance with frocurem end
tegulatioms in ow BFS audit. "We noted however, in our curtent-wear audit of the BFE that this iz not the case since
managemert contines its refusal to provide any documentaticon, summoay or otherwisze, related too the specific
procurement items noted in the condition above, O comment, therefore, does not change in this regard,

Matagement also indicated that on February 14, 2008, Gowernor Rendell signed the Right To Kaow Law (RTKL) and
they are currently analyzing that law and moay meet with the auditors to explore potential sclutionsin accordance with
the prowsions of that law. Howewer. moanagement has not wet provided any potential solutionis.

Effect: By refusing to prowde the requested documentation, managem ent has prevented the Department of the Auditor
Fenerd from performing dubies recuured of 1t by Pemnsylvarmna’s Constitotion and by Pennsylrarna law.  The
Constitition provides that “all departments, boards, commissons, agencies, instrumertalities, authorities and mstititions
of the Commorwrealth shall be subject to audits made in accordance with generally accepted aunditing standards™
[article WIIL, Bectionn 100 The Fiscal Code directs the Department of the Auditor General *to make all andits of
trangactions after theit ocourrence, which may be necessary, in connection with the admind stration of the financial affairs
of fhe goverrunent of this Commorwealth,.. 7 (72 P33, § 402) Management has taken the position that the irsrocation of
cotfidenti ality supersedes these constitutional and statutory divectives

It should be further noted that tmanagem ert’s refusa also prevents us from performmg a proper Simgle Audit of the
Commonwealth’ s magor federal programs m accordance with OLIE Cirodlar A-133. Proouremert 1s one of the kew
compliatice regquirements that 1o required by the federal gowerrsment to be tested as part of the Jingle Audit, and since we
catinot audit the ©omm owrealth’s compliatics with procurement regullations 1o certain federal programs, ow ONE
A-133 Compliance O on must be qualified for thas scope limitation

Without the necessary doowm entation, we could not verify that management adhered to Commonwealth proourem exd
standards and laws, of exercised dus diligence in awarding the condracts disclosed abowe  Dore specifically, we could
not verify that management awarded confracts to the most qualified vendors or that the appropriate Commonwealth
officials conducted proper fised reviews of amendments that substantially increased cortract coste  We also cannat
ascertain whether proper controls are in place to prevent fraud, abose, or other inappropriate activity from ocourting
duwring the contract procurement process. In shott, management imposed scope limitations on our audit procedures

Fuartherm ore, management’s refusal to prowde procurement docwmnentabion to our department 15 a wolation of the
Commonwealth Frocutement Code, which statess  Rererflom of procirement records. Al procurement records,
vrluding any written defermunafions 1ssued v accor dance with section 561 frelating fo finality of defermmanors | shall
be refamed for @ munmum of flvee years from the date of final paymeant wunder fhe confract and disposed of wm
accerdance with records referfion muddelines and schedides as provided by law T accordaee with gqoplicable Taw, &l
refained documents shall be made available fo the | Audifor General | upow request (62 Fa O 5A §563)

Eecommendation: "We recommend that management alter its practice of withholding documerdation in order to allos
the Department of the Auditor G eneral to petform its constitutions and stabubory duties, and to provide the pblic and
othet interested stakeholders with assurance that laws and policies are being propery followed in the procouing of goods
and services.

Armenicy Beapopee: We recogmze and acknowledze the nieed for our auditors to werify the propriety of our contracting
procedures  As part of the implementation of the RTEL, loaing wendors” proposals will be made awailable to those who
recquest them for & period of six morths after the contract 18 awarded. Duaring thas penod, the auditors will have access to
this wformation for audit parpoges:
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Regarding the remairng five bileted teme to which the auditors have requested access, we are developing a dooam ent
that will sumimarize and attest to the process and results of the RFF process and its compliance with federal regualations
atud O ommomw ealth policy and the accowracy and propriety of the information being disclosed. We believe such
document should satisfiy the auditor's needs relative to testing our compliance with federal procurement regulations and
Comnotmrealth policy.

Auditers’ Conclusion: We disagree with only providing auditors accessto losing proposals for a management-impoged
period limited to siy monthe IWanagement shoold not restrict availability of these procwement documerts to the
Auditor General since this is cleatly a widlation of the Commomrealth Procurement Code quoted in the finding abowe
which states: Refenfion of procurement records. All procuremert records, cluding iy writfen defermivafions i5sued
in accordayee with secfion 561 frelafing fo findify of defermiviafions ) shall be refaimed for a mivdmum of fhree years
Jrom the dare of fing payment wider the contract avd disposed of m accordance with records reterion gadelmes and
schediles as provided by law  In accor davice with cpplicable law, all refaned documenrs shall be made avanlable o the
CAuditor General | wpon request (62 Fa O 5A § 5635)

Futtherm ore, of moanagement attem pts to oy provide us with sammary and attest dooam ents and contirnes i its refusal
to provide the original documentation we seek in the rem aining fisve tulleted items abowe, this is again a clear sdolation
of the Commotverealth Procurem ert Code quoted abowe, and all the scope limitations described above oo audit will
contitae into the Putare. Therefore, based on the agency response, the finding and recommendation, with the above
clarifications, remain as previously stated. We will firther review corrective action inthe subsecuent audit
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Office of the Budget
Office of Administration

General Computer Controls in Various Coonmmonwealth Apencies Need Improvement

Congition: O resview of general computer controls at munerous Cormnonvwealth agencies during the fiscal year ended
June 30, 2008 dizcloged the follovang intermal control deficiencies that need to be addressed by Commorweealth
TAnAgEent:

Peoneylvania L attery
The production emvironrment 1= not montored for imaithonzed changes.

1

2. Paseword complexity mules have not been established within the Back Office application

i iOneemploves appeared on the data center access list twice with two separate badge munbers.

4. Penodic access appropriateness reviews or audiing of prsileped IT inchions are not completed

% Ooe emploves appeared on the list of developers and was on the active user lising on the TTNIX production
server indicating that he could both deselop and promote changes,

D et of Tabor and Tn.
1. There iz oo forrnal monitoring of changes In place
There were three FLACF User ID: listed as both a promoter and developer for the 3P38 group. (Change Control
Autharity Group).
There 12 no documnentaton recorded sirrounding the solutions to a failed backup.
Evidence of chanpge authonzation 1s not retained.
There is qurrenily no pelodic dccess appropriateness review conducted.

B2

R L

A change was approved by an employee to move into production. It was noted that the employee did not
appear on the authorized list of promoters.

2ffiee of Advmnistration
|, There is currenfly no mordtoding process in place to meonitor the producton ensdronment to detest if
unauthonzed changes have been placed into the production environrnent

Ea

There are ive accounts which share root access. Best seaquity practices recommend that adrmmistrators perform
the “sr” [substitute or switch user) cormmand to access the root, not share group mesnbership with it

There is qaently no peiodic access apprapriateness review conducted.

Anditors were unable to obtain evidence to support the desaiption of the processes in place for plyysical access.
Auditors wete unable to obtain evidence to support the description of the processes in place for data back-up
Anditors were unable to obtain evidence to support the description of the processes in place forjob scheduling,

oo s e

Departnent of Public Welfare
1. CMCE meefing minutes aithoizing changes are not retained.

2. The MD205.34 [new user) formm does not list what level(s) of access are being requested nor does 1t contam
authorization from a data owners),

3. There iz currently no perdodic review of access appropriatensss or auditing of prvileged IT functions
cornpleted.

4.  Thereis oirrently no process in place to mondtor changes that move info productior.
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5. Four of 40 separated users tested did not have access disabled or deleted timely.
G, Anditore were unable to obtain evidence to support the desaiption of the process in place for pnvileged IT

ACLEEE.

Departraent of Traneportation
1. CMS does not have a separate desveloprment ersdronmernt; deselopment 1= done within the test emiromment

2. There iz cqurently no momtoing process in place to monitor the producton envivorenent to detect 1f
unauthonzed changes have been placed mto the produstion ensaronrent

3. 57 users had mappropriate privileged IT accese (users with the ‘SPECIAL’ “AUDITCE', or *OPERATIONS’
attribute).

{On the data center access list, there were three duplicates.

% There iz swrently o peiodic access appropriatenese review or privileged IT Ametion audiing conducted for
DOT applicatione.

B, Change IEQ0E-IMEDAY Upgrade fom VEI to 9.1 was athoized by Change Managemnent Ut
PennD¥2T BIS. This user was on the aothonzed SES wser listing. However, Change Manapement Unit
Pernl¥2T EBIS isa group account and the specific authonzer of change 18008 could not be identified.

7. Bwidence to mdicate that Change 18008 was tested was not avatlable.

Depariment of Health
1. Thereis no formal change management process for the MOH application.

2. One mdividual was listed as both a developer and a ueer with the ability to promote into production
There 1= not a formalized monitoring process In place to monitor the production environment for unauthornzed
changes

4. There 1= cwrently not 4 foomal process in place for requesting and granting access to DOH applications
Eequests are informal ly commuricated through e-mails which are not retained

5. There i= currently not a forrnal process in place for removing access to DOH applications. Requests are
informally cormuricated through e-rnaile which are not retained

B, A penlodic review 18 completed for expcutables on user systems. However, docwrnentation and findings of this
revlEw are not retained

T Awnditors were unable to obtain evidence to support the desaiption of the processes in place for plorsical access.
Anditore were unable to obtain evidence to support the desenption of the processes in place for data back-up
Anditors were unable to obtam evidence to support the description of the processes 1n place for job scheduling

Departraent of Bducation
1. Mo perodic access resview (1.e, no revalidaton of users) s conducted

2. Nomomtorng of ueer access violations is conducted

Departrnent of Besenue
1. Lack of spgreganion of dities  programumers can promote changes to production in both the client server and

mainframne ensironments .

Ligquor Control Board
l. Mo perodic access wview [1e, noo revalidation of users) in the mamframe, point of sale, and warehouse

MAanagenent sveEmes.
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2. Nomonitorng of uesr activity for access violations in the mainframe, point of sale, and warehouse management
EELETILE.

%3 Lack of segregation of dulles  programmers can promote changes to producton in the point of sale and
warehouse management systerme.

4. Lack ofphyzical access controls over the point of sale and the warshouse management systemes

Criteria: {ood internal control dictates that sound general computer controls be established and funectioning to best
ensure that overall agency operations are conducted as closely as possible In accordance with management’s Intent

Coamse: Manageiment has oot been able to improve 1te aperations within the overall agency general computer cortrols
areas to resolve the corfrol deficiencies rweported above  The rmain cause relates to limited staffingtudgets available to
the apencies Commonwealth management also beligves that, although stong general computer controls are clearly
impaortant in agency operations, there are additional manual intenal controle inoplace eleewhere within these agency
operalons that serve to divectly mitigate the irapact of the general controls deficiencies reported above

Effect: If general computer control areas are not mmproved in the vanowus agencies, computer and other agency
operatione may not be conducted o accordance wath management's mmtent  Based on the results of our andit esteork,
we agree with managernent’s conclusion that there are additional mamal intermal conmols 1o place elsewhere within
warlous agency operations which, if functioning effectively, directly ritigate the irnpact of the exceptions reported
above. However, collectively we consider all the above exceptions to be confrol deficiencies under penerally accepted
auditing standarde, and many of these control deficiencies are considered to be significant under these standards, most
irnportantly where outside marmmal confrols are mwmoved or become ineffective in cerfain agencies. The auditing
standarde define deficiencies ac significant when 3 control deficiency, or combinations of control deficiendes, that
adwversely affects the entity’ s ability to imitiate, anthonze, record, process, or report financal data reliably i accordance
with penerally accepted accouniing pninciples such that there 12 more than a rernote likelihood that a misstatement of the
entity's fmancial staternents that is more than inconeequential will not be presented o detected by the enfity’ = intermal
contol,

Recommendation: We recomnmend that Conmonwealth management review the vatous general computer control
deficiencies noted above and take the necessary actions to resolve thern.

Lotk R T5Ee:

1. The production envirorenent i not monitored for unanthorized changes. - We conoar with thie finding We agee
that the production ersdromment i not comreclly momtored for imanthonzed changes We will develop and
implement a procedure and mechanizm to monitor for unauthornzed changes in the production enviromment.

2. Pasgword cornplesdty nules have not been established within the Back Office application - We conowr with this
finding. We will develop paseward complexity riles and enforee them in the production ersiromement. We will also
request an enhancement fom the software vendor to develop password complesaty niles on the back office
applicaton

i One employes appeared on the data center access list twice with two separate badpe munbers. - We concur with this
fnding. Char evaluation formd that the employes had previously replaced a damaged badge and the darmaged badge
accoumt had not been deactivated on the systern. Lottery Security took irmunediate action and deactivated the old
darnaged badge account on Febrmary 12, 2009

4. Penodic access appropriatensss review or auditing of privileged 1T functions are not completed. - We conour with
thiz Ending The Lotery will develop 2 procedwe to penodically perforn an appropriateness resiew ono the
production ersivorrnent. We will develop a procedwe for the audit of privileged 1T fimetons in the production
environnent
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5

e emploves appeared on the list of developers and the was on the achve ueer listing on the TNIX production
server indicating that he could both develop and promote changes. - We believe this inding fo be acceptable as
wirttenn. We have reviewed thie inding and agree that the eroplovee appears on both the developers list and on the
Urnix Production Server: We will create a plan and procedure to ensure that a developer does not have access to the
check In control systern on the TNIX production server

Labor and Indust DILEES

L.

There 1= no formal monitoing of changes I place. - Further clanfication needed - Secunty Division Change
Control staff are notified by either “e-rnail™ or the “T 50 Mot fy process™ that a mainframe change request has been
subrmitted. Change Control staff only action those Elements requested and then enswre that those Elemnents have
been success fully promoted  Only the Bequester can detemnineg, for certain, the Element changed 15 comrect

There were tlree BEACF User IDs listed as both a prowoter and deseloper for the GPSS group (Change Control
Aaghority Group). - Unacceptable. - The three individuals listed all have authority to create and promote mermnber
Elements i the Endewor Production (NDVRFPROD) envirooenent azs so identified  Two of these individuals are
cwrrent Security Division Change Control staff and the third ic & former staff mermnber who is awvailable as an
emnergeney backup  These individuale are perfornning only "Endesor Administrator” roles after the Endesor elemnent
has already received “Requester” and “Approver” roles accomplished in the lower, Endevor Test (NDVRTEST)
environment

There 1= no docwmentaton recorded surrounding the solutons to a failed baclkup - Failled backups are tracked ona
daily basis through an autormnated monitonng systemn within Tivoll Storage Manager (TSK. Each motming a report
1z generated and emailed to the TS Adminstators: Bvery server on the report 18 thoroughly checked and any
issues that would have prevented a normal nightly backup are fixed. In some cases an incremental backup 1s koked
off diring the: day, however normally the following ught's backup will cover any missed files from the day before

EBvidence of change authorization 1s not retained. - Unacceptable. - Change Confrol staff retains “hard™ copies of the
following “Production Change Eequest” Actisaby: 1. All Program change requests that require BURE-3076; 1. All
Sort Card requests and; i1 All “Delete™ and “Sign I Element requests

There is cwrently no periodic access approprateness review conducted - Theough feed from the TES system,
Eemedy tickets are generated for separations and tranefers. Aspart of this process, ernails are automatically created
and =zent to the supervieor in the bureau the emploves 1= leaving to ask themn to miew the emploves’s access and
request rexnoval of access, as approprate

A change waz approved by an employee to move nto production. It was noted that the employee did not appear on
the authorized list of promoters - Anewer provided by OIT support at SWIF: ©. it would depend on what 1t was
that the ernployee approved  She, as well as other SWIF UC s, do =ipn off on test itexns for 8WIF

Ciffice of Admimistration Besponse:

1.

There is cirrently no monitonng process in place to monitar the production enviromoment w0 detect I unauthorized
changes have been placed into the production environment. - The ageney accepts this fnding. The OA will review
exiging policy and deselop or enhance that policy, implement controls and reporing as needed.

There are five accoumts which share root access: Best practices recomtnend that adrmristrators performm a “su”
(substitute or switch user) to access the roof, not share group membershap, - The finding 1= correct and the OA
accepts this inding. The process ident fied 1n the finding had been used to prowide accountability of those accessing
the syztem in support roles. The OA will wview the loge available with the systern to deterrmine 1f ueers can be
identified through “sw” access. The goal will be to have a complete audit frail from the “sa™ soccees.
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i, Thee i1z owrently no penodic access approprnateness review conducted - The ageney accepts s findmg
Although users should be removed as part of the et process when leaving an agency, that process may not always
be followed OA will look to develop a process to penodically review the user base and penerate reports for ueer
ATENCY TEVIEWE

4. Auditors were unable to obtam evidence to support the description of the processes in place for physical access. -
The agency accepts this inding. The A will mview existing policy and desvelop or enhance that policy, implement
corfrols and reporting as needed

5. Audifors were unable to obtan evidence to support the descnption of the processes n place for data baclkp. - The
agency accepts thizs indmg. The OA will review existing policy and develop or enhance that poliey, implerment
cortrols and reporting as needed

B, Auditors were tnable to obtain evddence to support the description of the processes in place for job scheduling -
The agency accepte this fnding. The OM& will wview existing policy and deselop o enhance that policy, implement
sortrols and reporting as needed

Depariment of Fublic Welfare OILEE:

I. Chape Management Conmol Board (CHMCE) meeting minutes authonzng changes are not retained. - Further
clarification needed  We are unsure of the basis for #1. Specifically, DPW requests miormnaton perfainmg to the
questions posed by the audit tearn and who was mterviewed that led to the fnding [OPW does in fact have
sustainable CCME processes and does track changes accordingly

2. The MD205 34 (mew user) formn dees mot hst what level(s) of access are being requested nor does it contain
anthonzation from a data owner(sy - DPW is aorently workdng with GOAMDTT to implernent IBW s Tivoli for ueer
accomt provisioning and de-provisioning. We are aleo working on implementing Eenedy Tracking evstern for user
account maintenance.  Both of these products have back end databases that store infonmation about when access was
granted, who granted the access and also when the access was removed.

The Tivell product will be used when uee accounts ae created and deleted. It wall automatically prosision the
application deccess and record the mfonnaton o a backend database that will provide the ability to create andit
TEpOTE:

With Tiwvoli hawing a centralized database of all the access a specific user account has, it will ensure that all access is
wevoked onee a user i de-activated or disabled and keep a record of the action in 1ts database.

Alzo as part of the Tivoli project, DPW has been aurently woarling on a EBAC (Role Based Access Control) project
since July 2008, This has been focusing on streamliming the process for application requests and role approval
process and as part of the project, we have been domg reviews of vatous sites to vetify that the appropriate people
have the corvect application access and that there aren't argy tiser accounts that aren’t needed

Eermnedy will be used to request the modification of exising user accounts and to request access to varous DPW
applicatione. Cnee the request 1= entered Into BEemedy, DPW's accomnt adrmimistration tearn will assign the
approprate application roles depending on what 1= being requested This information will alzo be stored m a
backend database with the ability to pull off audit reports on who requested the aceess and when the request was
cornpleted.

Eoth of these inttatives will solve the issue of recording who requested application access, when it was granted, and
also enswre that timely rernoval of access ooows.
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ES

There iz aurently no periodic wview of access approprateness or audinng of privileged IT funchons comnpleted -
DPW 1= owrently working with GOAMIT to implement IBWM's Tivoll for user account provisioning and de-
provasiomng  We are also working oo implementing Bemedy Tracking syvstem for user account maintenance Both
of these products have back end databases that store information about when access was granted, who granted the
access and also when the access was rernoved.

The Tivoli product will be used when wes aceounts ae created and deleted Tt will autcenatically provision the
application access and record the mfonmation in a backend database that will provide the ability to create audit
repotts

With Tivoli having a cenwalized darbase of all the access a specific user account has, 1t will ensure that all access is
mevoked once a user 1= de-activated or disabled and keep a record of the actionin its databaze.

Alzoaspart of the Tivoll project, DPW has been aurently worlang on a EBAC (Fole Based Access Control) project
since July 2008, Tlis has been focusing oo streamliming the process for-application requests and role approsal
process and as part of the project, we have been doing reviews of various sites to weni by that the appropriate people
have the comrect application access and that there aren't ary user accounte that aren’t needed

Eemedy will be used to request the modification of existing user accounts and to request access to various DPW
applications.  Onoe the request is entered into RBemedy, DPW's account admindstration tearn will assign the
approprnate application roles depending on what 1t being requested  This information will dso be stored m a
backend databasze with the abtality to pull off audit reports on who requested the access and when the request was
cornpleted.

Eath of these inihatives will solve the 1ssue of recording who mwquested application access, when it was granted, and
also emswre that timely wmoval of access ooous.

There iz currently no process in place to monitor changee that moveinto production.  Further clan fication needed. -
We are unswre of the basis for #4  Specifically, DPW requests information pertaining to the questions posed by the
audit tearn and who was interiewed that led to the inding DPW does in fact have sustainable CCME processes
and does frack changee accordingly

Four of 40 separated users tested did not have access disabled or deleted tmely - DPW 1s owrrently working with
FOAMTT to moplernent IBR s Tiwoll for user accournt provisionng and de-provisionung, We are also working on
implementing Remedy Tracking systern for user account maintenance.  Both of these product have back end
databases that store information abowt when access was gpranted. who granted the access and also when the access
was rernoved.

The Tivoll product will be used when ues accounts ae created and deleted. It will autcenatically provision the
application access and record the mionnation m a backend database that will provide the ability to create andit
rEports

With Tivoli having a centralized database of all the access a specific user account has, it will enswre that all accese 18
mevoked once a user is de-activated or disabled and keep a record of the action in its datsbase.

Alzo as part of the Tivoli project, DPW has been ourently working on a EBAC (Raole Based Access Control) project
since July 200E. Tlis has been focusing on streamlining the process for application requests and role approval
process and as part of the project, we have been doing reviews of various sites fo verify that the approprniate people
have the cormrect application access and that there aren't aty user accounts that aren’t needed
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Eermedy will be used to request the modification of existing user accounts and to request access to varions DEW
applications. Once the request 1= entered info Rernedy, DPW's account admindstration tearn will aseipn the
appropnate application roles depending on what 1= being requested  Thiz infornmation will adeo be stored In a
backend database with the ability to pull off andit reports on who requested the access and when the request was
corpleted.

Eoth of these initiatives will solve the issue ofrecording who requested application access, when it wae granted, and
also ensure that timelsy removal of access ocours.

B, Auditors were unable to obtain evidence to support the description of the progess in place for privilesed IT access. -
DPW iz owrenty woking with GOAST to anplement IBM's Tivoll for user account provisioning and de-
provisionnng We are also working oo implernenting Eenedy Tracking system for user accourt maintenance  Both
of these products have back md databases that store infonmation about when access was granted, who granted the
access and alzo when the access was removed.

The Tiwoll product will be used when use accounts ae created and deleted. It will automatically provision the
application accese and record the mformaton in a backend database that will provide the ability to create audit
rEports

With Tivoli having a centralized database of all the access 3 specific user account has, it will ensiee that all access is
revoked once a user is de-activated or disabled and keep a record of the action in its database.

Alzoas part of the Tivaoll project, DPW has been avrently working ona REAC (Eole Based Access Control) project
gince July 2008, This has been focusing on streamlming the process for application mwquests and role approsal
process and as part of the project, w& have been doing reviews of valous sites o verify that the appropriate people
have the comrect application access and that there aren't any user accounts that aren't needed

Eermedy will be used to request the modification of existing user accounts and to request access fo various DPW
applicafions.  Cnce the request is entered into Remedy, DPW's account admindstration team will assign the
appropriate application roles depending on what 1= being requested  This infomnation will dso be stored In 2
backend database with the ability to pull off andit reports on who requested the accese and when the request wag
cormpleted.

Both of these innhatives will solve the 1ssue of recording who requested application aceess, when it was granted, and
also ensure that firnely reroval of access ooous.

Department of Transportation Besponse:

1. WS does not have 3 separate development envirorrnent; desveloprment 1s done within the test environrnent.
Uracceptable. - It is true that a separate developrent ersarotunent does not exdist for the CWAS application, as stated
in the "Weakness™ category  However, a separate developenent environrnent does exist for the CARATS and
DL&C emiromnerts; in addifion to 2 “dev’ emvarontnent, there are two additional test enironmments to support
Systern Test and User Acceptance Test,

{CMS iz a legacy application which cortaine engineering contract infarmation shll needed and accessed by the newsr
ECMSE gysetern. Mo new development 1= done in TS bt when changes to ECME affect the mterface to ChS, the
test eI rOnrnent may be utllized for gystem testing.

This clanfication may not alter the overall “severity’ whichincluded iterns 2, 6 and 7, but the lack of a developrnent
enrvironmment for CHS only would not exacerbate the overall nisk represented by the other indings
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Finding 08 — 19 (continued):

2. There 15 currently no monitonng process in place o monitor the production envirorunent fo detect 17 unaithonzed
changes have been placed into the production envirommment - The Department does not have a tool or manual
process to defect 1T imanthorized changes have been placed into the production emsdrononendt.

Changes zoing into the producton enviromnent are docurnented thoough the change managerent process. The
muenber of personnel who make changes in the production environenent ie 1imited. There 15 3 separation of duties; for
example, applicabon developers do not have access to move new code into production  Change wequests must be
cubmitted and only the Automations Unit staff can mosve the nesw code to production

% 57 ueers had inappropnate privileged IT dccess [users with the "SPECIALTS, "AUDITOR'. or "OPERATIONS'
atribute). - We agree with this finding and ite severity. The Imappropriate users who had access were rexnoved
dimng the first quarter of 2009, We will institute a quarterly resiew of privileged access to deterrnine the sutability
oftlos capability. Details will be fortheormng in owr corective achon plan

4. There iz ourently no periodic access approprateness review o privileged 1T fimetion auditing conducted for DOT
applications. - We agree with this inding and its severity. As part of owr corrective action plan wee will desvelop a
procedure fo annually review acoess.

5 On the data certer access list, there were tlree duplicates. - We agree with this finding and its severity. The
duplicates have bemn removed We will develop a strategy to review access on a guarterly basis. Details will be
fortheoming in the corective action plan

G, Change 1EM0E-IMSDAY Upgrade fram VE 1 to 9.1 was authorized by Change hManagement Uit PermDOT BIS
This user was oo the authorized SES user lisung. However, Chanpe Managermnent Unit PennDOT BIS 1= a group
account and the specific authorzer of change 18008 could not be identified  Further clanficaton needed - An
anthonzed person did approve the request, so perhaps claification it needed to understand the approval process

Data PowerHouse (DPH) utilizes Remedy to track their change tickets The Department does not have access o
DPH’= Eernedy Syetern, so ernail noti ficatione of all DPH change tickets are sent to the Deparbment. When they are
received, the Change Managemend Tnit enters the information i the SRS system for fracking and information
charing. The official approval for a change ficket ic sent to DPH in an email  The email will indicate the perzon
who @pproved the ficket. Change ficket 18008 was approved by an authonzed personon September 18, 2008, This
perzon i included on the it of personmel authonzed to approve change tickete. Personmel in the Change
Managerment Umt are responsible for updating the status for SESs that are DPH chanpe tickets. That 1= wly the
growp id iz in the SRS The email 1= the offtdal approsal.

7. Ewidence to indicate that Chanpe |E00E was tested was not available. — Further clarificaion needed. - Change
18008 was tested prior to implementation Change ficket nenber 18007 wperaded IME fom version 81 to 2.1 1in
the test envirorwnent. Chanpe 18007 was implemented on Septernber 14, 2008, After the change was made, testing
was codrdinated with the techrical support staff, including application dewelopers  Testing was conducted and the
reculte were discucsed, before approving ticket 18008 on Septernber 18, 2008 There was 3 production system
chedkout after the change was implernented.

The dosurnentation 1s in rdhple change tekets, SRS request and ernatle. It could be improved, so the inforrmation
ismare readily accessible.
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Finding 08 — 19 (continued):

Department of Healih Respon se:

1. Thereisno formal change management process Tor the MOH application. Fether clarification needed. - Thus was
generally discussed in the February 27 draft iindings review meeting with Auditor General and Emest & Y oung staff
It 12 not clear what lead to this conclusion, which appears fo have been st idennfed 1o the Tune 20, 2007 audit
While there are infrequent changes to the MCH application, which 15 in a “contain™ statue, such changee so through
3 change resiew Process.

2. {moeindividual was listed as both a deweloper and a user with the ahility to promote into production - The agency
agrees with this inding. The ndividual, a contracted developer, was given rights for promotion during a previous
testing/ tnplernentaton cycle and the nghts remnamed. A remedy ticket is being submitted to deactivate the rghts.

i, There 1z not a formalized montonng process In place to momtor the production ensiromment for unauthonzed
changes - The agency agrees with the finding. Current procedires will be revieswed to establish an auditable
MONIEONNE Process.

4, There s morrently not & fornal process in place for requesting and granting access to DOH applications. Requests
are informnally cormmunicated through e-mails which are not retained - The formal process for such requests, the
onling Eermedy ticket eyetern, was implernented dunng the audit period and is the method of choice. The use of this
process as the exclusive request mecharism for such changes is being reinforced to management and requestor staff
Becipients of srmail requests are being advised to retirn these request unfilfilled.

5. There is cwrently not a fommal process moplace for rernosang access to DOH applicatons. REequests are inforrnal by
cormrnunicated through e-tnails which are not retained. - The agency aprees with the finding It resolution 1s sirmilar
to that taken for #4. Current procedures will be reviewed to establish an auditable monitormg process.

B, A perlodic review iz completed for executables on user systerns. However, docwrnentation and findings of this
review are not retaimed. - The agency agrees withi the fmding. Crrent procedures will be resiewed to establish an
auditable monitoring process

7 Anditor was unable to obtain esidence to support the description of the processes in place for physical access.
Further clarification needed - This was not discussed in the February 27 draft findings review meeting with anditor
staff. It does not appear that this infomation was requested on the Client Assistance List or divmg the audit. The
processes ae 1n place and can be dernonstiated 1f requested

B, Anditor was unable to obtain esadence to support the description of the processes in place for physical data back-up
Further clarification needed. - Thiz was not discussed in the February 27 draft findings reviesr mestng wath
auditor staff It does not appear that this information was requested on the Client Assistance List or duning the audit.
The processes are in place and can be dernonstrated if requested

9. Awditor was wmnable to obfain evidence to support fhe description of the processes in place fov physical job
scheduling.  Further clanfication needed. - This was not discussed in the February 27 draft indinge review meeting
with anditor staff It does not appear that this information was requested on the Client Assistance List or dunng the
audit, The processes are in place and can be dernonstrated if requested.

Depariment of Education OILSe:

1. Mo periodic access m®view (l.e, no revalidafion of users).  Further clanificaion needed. - The Penneylvania
Departinent of Education 1 tmable to present an appropniate managemernt decision based on the Informmation
provided for this reference of the finding. The reference does not provide any audit detall of the finding under the
following catesories: Rationale v cateporization - Finding vs MILC, Condition, Criteria, Cause, Effedt, and
Fecommendation.
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Finding 08 — 19 (continued}:

2. Mo monitonng of weer access violaions  Unacceptable. - The Penneylvama Department of BEducation (PEE) 1=
unable to provide an appropriate managerent decision based on the information provided for this wieence of the
finding. The audit fnding detail does not relate to the wedmess as discussed. at the anditor's GAAP Bt
Conferenice with PDE as listed under the following categories: Rationale for categorizaton - Finding = MLC,
Condition, Criteria, Cause, Effect, and Fecormmendation.

Depariment of Revenue Response:

|, Tack of segregation of duties  programmers can promote changes fo production in both the client seiver and
mainframe enviromments. - The Eeystone Integrated Tax Syetemn (EITS) curently requires that production
nmplexnentation of program changes be perfonned by two designated management emnployvees  In most other
mainframe and clientserwer systerns it is operanonally fnpractcal to have gquaity assuance emnployvees migrate
programs into production The sxpertise needed for program migraton to production lies with the programming
staff, and prograrmers implanent their production program changes under the divection and control of 2 lead
analyst. The burean inderstands the risk meated by the oerent method.

Laldangr Control Boardl Response:

1. Mo periodic access review (1e., no revalidanon of users) in the mainframe, pont of sale and warehouse managament
gyeterne. - The Audit findinge are acceptable. The agency does not have a periodic access review Howewve:, what
we do have on a regular basie is 3 review of ueer account usage n oo 3 warehouses User account usage is
tmonitored by owr Security Tearn and if the user account has not been wsed the accmmt is locked. A Tocked ouwt user
will need approval fram supervisors to re-gan the lost access.

2. Mo monitoring of user activity for accees violations 1o the mainframe, pomnt of zale and warehouse managerment
gystemne. - The agency does not maonitor this type of acti-aty, howesver, we do have a lock-out of an accoumt after 2
user atbernpts to log oncand the log on fails a certam mmnber of times.

Also, some of o ftansactional activity i= role-based, therefore, weas without a specific role canmot perform
funetions that are not aseociated with that role.

%3 Tack of segregation of duties  programmers can promote changes fo production in the point of sale and warehouse
management systems - While we do not have segregation of dufies for prograrnmers of the Point-of-Sale systerm
extensive testing is cornpleted by the user comrmunity before m gratng code to the production envirorrnent:

The warehouse managerert svetern (BIMS) 1= purchased software. PLCE programmers cannot make changes to
production RIMS software.  If changes are required, PLCE needs to contact the software vendor (Eobocomy PLCE
programmmers can create custom reports that can be promaoted to the produchon envirommert by the deseloper.

While the Agency recogrizes the need for separation of duties, lack of fimding has limited the expansion of staff for
cornplete separation of dities

4. Lack of phy=ical access confrols over the pomt of sale and the warehouse management systems. - The POS upgrade
project has taken into consideration the need for lockable storage umits For IT related equprnent.  Project
implernentation is plarmed for 20100

Also, lockable storage units have also been plammed for with futire enhancement at warchouse distribution centers.

Aunditors' Conclusion: Based on the agency responses above, ouwr fndings and recommendations renan as previoushy
stated. We will review any addifional information and clarifications previded n the agency responses, along with all
proposed corrective action, and discuss any additional clanfications with auditee officials a= soon as possible in owr
subsequent audit,
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Finding 08 —41:
CFDA #84.126 — Rehabilitation Services — Vocational Rehabilitation Grants to States

A Control Deficiency Exists in L&1's Procurement System Related to Debarment and Suspension (A Sinailax
Condition Was Noted in Prior Year Finding #07-38)

Conditiom: As a recult of federal esolution of multiple prior Single Audit fmndings on debarment and suspension
requiremnents, which have been reizsued anmually since SFYE June 30, 1992, OVR 1= required to check all vendors
recerving BSBS funding diring the fiscal year for suspension/debannent. As part of our current year testing in this area,
we deterrnined that OVER's procedures are to only check nesw vendore agaimst the Federal Bxcluded Parties List Ssetern
[EPL3) website fo ensure they are not suspended or debaned.  OWE performs this check when the vendor is first input
into L&T = Cormmonvealth Wotldforce Deseloprment Syetern (CWDE) ystem bt does not have procedures to re-verify
the sfatue of theee wendors or other existing vendors on an on-going basis. In addiion, we tested a sarnple of 22 endors
recerving R8BS payments in SFYE TJune 30, 2008, to vaify whether OVE checked the mespective vendor against the
debarrnent list prior to making payrnents to that vendor. Forall 22 1tems tested, OVE prosided us with a sereen from the
CWDS systern which indicated that the vendors were vailied apainet the EPLS systern. However, for 10 out of 22
iterne, the “Debarment List Venfyr Date”™ az indicated m OVE s TWDS systern was after the date of the payinent being
tested.

Crteria: USDE Eepgulation 34 CFR 85 300, regarding participants' responsibilities for debarment and suspension, states
in part:

Section 3300 What musé I do before Tenter into a covered fransaction with another person of the next lower fler?
Doing Business With Chher Persons

Hhen you enter into @ covered transaction wWith another person at the pext lower tier, you must verify that the person
with whom you intend to do fusiness is not excluded or dsqualified Fow do this by:

. Checling the Excluded Parties List System; or
b, Collecting o vertification from that person If aliowed by thiz rule; or
¢ Adding @ clause or condition to the covered tranzaction with that person.

34 CFR. £0.36(a) states:

When procuring property and services under o gront, a State will follow the same policies and procedurss if uses for
procursments from its nonFederal funds. The State will ensure that every pwohase order or other coniract tncludes
any clauses required by Feder ol statutes and executive orders and thelr Implenenting regulations.

Cormmonreeealth Management Directive 2159, Section V.a.(2)(B), dated 4-16-99, states:

If the apency makes o written determingtion of responsibility, the defermination shall contain 4 siatement that the
contractor was determined fo be responsible pursuani fo this directive.  This statement shall be included in the agency s
contract file.

Cause: 2VE personnel indicated that they atternpted an interface to cheds the debarment more frequentls: for existing
wendors, bt due to techmology Wmitations, they were not able to implernent the featune into CWDS  Eeparding the
wendors that were checked after the date of the payment, OVE did not provide any infornmation as to wihoy this acoured
Haowerver, it appearsd that OVE had only checked these particular vendors after our audit requests

Effect: Simce OVE pesomnel ae not enswing, on an ongoing basis. that all vendors are not suspended or debarred
before entering into a covered transaction, a control deficiency exists and there 1= imited asswance that ESES funds are
not pad to service providers who have been excluded or disqualified from participating in federal programs.
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Finding 08 — 41: (continued)

Recommendativn:  We rwecormnend that OVE pesomnel check the Federal Bxcluded Parbies Tist Systern prior to
authorizing a payment to a RSBS service provider in order to enswre that the service provider 1= not debamred or
suspended. As part of thie process, we recanmend that OVE work with federal andit resclution officiale and establish
procedires to cheds all exdsting venders, on an on-going basis as agreed upon by OWVE and federal officials, to ensure
that R3BS funds are not paid fo service providers who have been debarred or suspended from paricipating in federal

programes

Apency Besponse: It was cited that 2 weakness exists m OVER's procurement systern related to Debarmment and
Suspension and that curent procedues are to only check new vendors agamst the Fedeal Excluded Parties Listed
Svetern (EPLE) website to enswre they are not suepended or disharred  While new vendors constitute the bulk of thosze
being werified, vendors requung any kind of change fo their records also provide the tnpetus for such verificaion as
well ag other types of checks, Additionally, as noted tnder the cause of the fnding, as part of fie onpoing efforts to
cornply with the repulations on thie, an inferface unilizng OVE's CWDS computer systern with the federal EPLE
website was atternpted but did not provide the desived results Howewer, testing ]l coninues on this in the hope that
the two systemns can effectvely mteract to achisve thusvenfcahon process through a maore autornated methodologyy

In the mterr, the Departrnent has mmitiated other processes to ensue compliance with this regulaton. One such
initiative is to enswee that all confracts contain language whereby the vendor will certify that it is not suspended or
disharred. In a resolufion letter dated Decernber 16, 2008 for the 2003-2004 mudit period WSDE has approved this
procedure. Additonally they have recopnized OVE = and the Departinent’ s efforts o cocrdinate the CWDS and EPLS
systemns Lastly, they noted that since the efforts are ongomg Bom the 2004 audit on, whenever vendors are cited,
docirnentation should be subrmitted as part of the resolution process indicating the cited vendors are not suspended or
disharred. The finding for 2004 was then considered closed

In owr contiroing efforts to resolve this, some addifional considerations have recently come to lght. O osversight
federal apency will first be consulted for approval and 1f our suggesfions are deermned acceptable, meetings wall be held
internally between the audt coordinator, program staff, IT and OWDSE pesomel to detennine feasibility on the
implementation

Aunditors' Comelusion: The agency response states that OVE has imfisted proceduwres to enswe that all contracts
contan language certifving that the vendor is not debaredfsuspended  However, the maority of OVE vendors paid out
of OVR's general ledper account AE00900 (Payments to Third Parties) do not have contracte with OVE bt instead are
paid according to OVE's Fee Schedule Therefore, the rajonty of these svendors, pasments to whom historcally make
up between 30 percent to 40 percent of OVR's anrmnal RSBS expenditires, do not hawve contracts which contain
debarment cerificabions, so these vendors would require a separate check for debarment/suspension. Although TTSDE-
ESA closed the 2004 debarment finding, closure does not mdicate that the inding is resolved. USDE-ESA stated mn its
correspondence dated Deceraber 16, 2008 that it “agrees with the state auditor’s posihon, that any vendor receiving
funding dunng the fiscal year i review should be checked by the stale for suspension/debannent™ We will evaluate any
corrective action dring the subsequent audit penod  The inding and recomemendation rernain as stated
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Finding 08 — 42:

CFDA #84.126 — Rehabilitation Services — Vocational Rehabilitation Grants to States

Noncompliance and Control Deficiency Over Charging of Personmel Costs Results in Unknown Cuestioned Casts
of at Least $72,851 (A Similar Condition Was Noted in Poor Year Finding #07-39)

Condition: As represented by OVE persomnel in prior and sivvent vear andite, nearly all employees charging persomnel
coste o REBE work solely on Vocational Behahilitation-related activities, and their salaries and benefits ave charged 100
percent to ESBE and, therefore, do not mairdain fimeshests as supporting documentation. In lien of timesheets, OVR
presdously implemented a federally required serni-anmual certification process during the fiscal year ended Tune 30, 2005
to cerify and docurnent that these OVE employees worked solely on the REBS program.

Dhuing the state fiscal vear ended June 30, 2008, OVE inowred personmel expenditures of $33,219 325 in salavies and
$11.634 975 in fringe benefits, or $44 854 300 in total (federal portion only) for the RSBS program. This represents 41
percent out of total ESES expenditires of $109 million reported in the current-year SEFA.

Dhuring ouwr mdit, we randomly selected a zample of 19 permomnel transactions totaling to $8 856 in salades (federal
portion onlyy out of the $33 219 325 in salavies charped to BSBS. Cur review of these salary traneactions paid to 19
different employees disclozed that, for one transaction in our sample for $116 (in paid leave) paid to an OVE District
Office ernployee who was charged 100 percent to the RSBS program, this emploves was initally listed on the serni-
annual cerifications as working 100 percent on the BESBS program, bt was crossed off the list by the distiet office
manager snce the etoployes was subsequently found to work lese than 100 percent on the RSES program.  Additional
ingquines confirmed that this employes did not prepare a fmesheet or equivalent docurnentafion o distibute this
emnployes’ s perzonnel costs to the vanous functions on which this emmployee worked.

Based on the b-weelly salary and benefit amnounts for this particular evaployes, $72 851 [(federal chare) was charged to
the RSES program diving the fiscal vear under awdit. Without the fimesheets o equivalent documentation required by
OME Circular A-E87 to support dlowability, we are inable to deterrnine howe mach, i arge, of this individual's salary and
benefite for the year should have been charged to the BESBES program, and they are, therelore, considered to be
unallowable and questioned

Furthermore, we also noted that a small number of additional OVE employees (approxdimately 50) were identi fied and
crossed off the serni-antmal cerfifications by OVE distict managers indicating that these ndividuals may also have
worked less than 100 percent on the RSBS program, but mav have been charged 100 percent to REES. Howewver, as
noted abowve, VR persomnel do not normally maintain timesheets, g0 additional individuals may have also been chavped
1040 percent to the REBS program in wiolation of OWE A-87  As a result, an additonal vunknown amnount of salades and
fringe benefits needs to be myvestizated by OVER since they may also be mallowable.

Criteria: OME Circular A-8Y Attachment A Section C.1., regarding the factors affecting the allowability of costs
states m part:

@ Benecesawy and reazonabile for proper and gificient performance and adminisiration of Federal sowards
i Besdequately documented

In addition, OME Circular A-87, Attachiment B, Section 8(h), perfaining to the support for salaries and wages states, in
part:

{3y Where enployess are expected to work solely on o single Faderal aword or cost obfective, charges for thelr
salaries and wages will be supported by periodic certifications that the énwlopess worked solely on thet program
for the period covered by the certification These cerdfications will be prepared ai least semi-anmaily and will be
signed by the emploves or supervizory official having first hand fmowledge of the work performed by the
emploves
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Finding 08 —42: (continued)

(dr  Hhere employees work on muifiple activities or cost obfectives, & distribution of their salaries or wages will be
supported by personnal activity reports or equivalent documentation.

OMB Circular A-133, dudits of States, Local Tovernments, and Non-Profit Organizations, in Section 510 states in
part:

b Audit fndings reported  The sudiior ahall report fie following as audit findings {n o schedule of findings ond

gquestioned coats:

(31 Known questioned costs Which are greater than BIG.000 for a fipe of compliznce requirement for & major
program Known questioned cosis are those specifically identified by the auditor .

Cause: COVE Central Office personnel stated that they were aware that smployees who work on mulfiple programs
should use irnesheets or smilar docwmentaion to suppot bows woked. However, i the case of this one particular
employee, OVE Distiict O ffice persomnel stated that they weete not fully aware of fus requirermnent.  As a result, smmployee
salaries and benefits were impropedy charged 100 percent to the R3BS program in violaton of OME A-E7 OVE
maragement did not provide any additional explanations for why no action had been taken to remove all less than 100
percent emnployvees frorm cetificatione and implernent time sheets to support allowability of these charges.

Effect: Since adequate documentation was not available as required by federal regulations to sipport the 100 percent
charging of personnel costs for our sampled employes in question, $72,851 in salary and fringe benefite for this employes
are gquestioned as wmallowable  Furthermore, an additional undeterrnned amownt of salanes ad benefite are also
guestioned sinee OVE may be charming 100 percent of their eroplovess’ zalanes and benefits to the ESBES program even
though some emplovees are working on other functions other than the ESBS program  In addition, a control deficliency
exists since OVE does not have adequate procedwres in place to ensire that all employvees who work on mmulople
programe docwrnent their howrs worked on fimesheets or similar doswnents as required by OME Circular A-87.

Beconmendation: OVE should pursue appropriate settlement with USDE for the $72.851 in questioned coste, plus
invesfigate the possibility of amy additional unlmewn questioned coste, as idenfified above.  In addition, OVE
maragement should stengthen intemal controls to eview and meure that personnel coste charged to the RSBS program
are allowable and properly supported in accordanes with OB Circular A-87.

Apency Response: The enploves in question supervises one Oventation and bobility Instructor (O & M Instructor)
within 2 reglonal office of Blindness and Visual Services.  The O & M Instuctor serves both Federal and State
customers. The supervisory time allocated to the state program would be small and difficult fo calsulate as it would
depend on the O & M Instactor's allocation. Howeser, all staff will be instacted to complete time sheets if they arenot
working exclusively on the federal program.

We have included as a reference, a copy of a2 memeo that was distibuted m Decernber 2007 fom the Deputy Execubive
Director of the Office of Vocation Rehabilifation (OVE) instucting all staff, cownselors, superisars and clencal
pereonniel to adhere to the guidelme to charge hows ueing the Croge Application Time Sheet (CATS) in order to
differentiate between time worked on the State Vocational Eehabilitation (VE) Program and those hows worked on
federal programs Included wathin that merno are the actual instuchons on how to 811 ot the CATS fimesheets  Also
included as a reference, 15 a memo 1ssued by the Director of the Burean of Blindness and Yisual Services (BBYS) on
Jume 2, 2007 adwising all staft that efiective irmediately, they are required to complete CTATS timesheets to ensure
accourtability and reporing purposes.  Additonally, beginmng with the Jamary 09 to the Tune 09 certifications, new
instructions will be provided where nothing will be crossed off. The signing autharity will ndicate either 10 percent
YR activities or that imesheets will be used

Aunditors' Conclusion: Based on the agency response, it appears that OVE 1s in agreetnent with the anditors’ finding
and recormmendation  Therefore, the finding and meormmnendation remain as stated  We will review any corrective
actlon I the subsequent andit.
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The Office of the Inspector General (OIG) is comprised of an Office of Audit (OA), Office of Investigations
(Ol), Office of the Counsel to the Inspector General (OCIG), Office of External Relations (OER), and Office of
Technology and Resource Management (OTRM). To ensure compliance with policies and procedures, internal
controls, and professional standards, the OIG also has a comprehensive Professional Responsibility and Quality
Assurance program.

Office of Audit

OA conducts financial and performance audits of the Social Security Administration’s (SSA) programs and
operations and makes recommendations to ensure program objectives are achieved effectively and efficiently.
Financial audits assess whether SSA’s financial statements fairly present SSA’s financial position, results of
operations, and cash flow. Performance audits review the economy, efficiency, and effectiveness of SSA’s
programs and operations. OA also conducts short-term management reviews and program evaluations on issues
of concern to SSA, Congress, and the general public.

Office of Investigations

Ol conducts investigations related to fraud, waste, abuse, and mismanagement in SSA programs and operations.
This includes wrongdoing by applicants, beneficiaries, contractors, third parties, or SSA employees performing
their official duties. This office serves as liaison to the Department of Justice on all matters relating to the
investigation of SSA programs and personnel. Ol also conducts joint investigations with other Federal, State,
and local law enforcement agencies.

Office of the Counsel to the Inspector General

OCIG provides independent legal advice and counsel to the IG on various matters, including statutes,
regulations, legislation, and policy directives. OCIG also advises the IG on investigative procedures and
techniques, as well as on legal implications and conclusions to be drawn from audit and investigative material.
Also, OCIG administers the Civil Monetary Penalty program.

Office of External Relations

OER manages OIG’s external and public affairs programs, and serves as the principal advisor on news releases
and in providing information to the various news reporting services. OER develops OIG’s media and public
information policies, directs OIG’s external and public affairs programs, and serves as the primary contact for
those seeking information about OIG. OER prepares OIG publications, speeches, and presentations to internal
and external organizations, and responds to Congressional correspondence.

Office of Technology and Resource Management

OTRM supports OIG by providing information management and systems security. OTRM also coordinates
OIG’s budget, procurement, telecommunications, facilities, and human resources. In addition, OTRM is the
focal point for OIG’s strategic planning function, and the development and monitoring of performance
measures. In addition, OTRM receives and assigns for action allegations of criminal and administrative
violations of Social Security laws, identifies fugitives receiving benefit payments from SSA, and provides
technological assistance to investigations.
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